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BILETA2010 25th Anniversary 
Conference, University of Vienna, 28 – 
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Erich Schweighofer & Anton Geist 
(Eds.) 
 
The Centre for Legal Informatics at the Vienna University 
Faculty of Law hosted the 25th Anniversary Conference 
BILETA2010, sharing the burden with the OCG Austrian 
Computing Society and the WZRI Vienna Centre for Legal 
Informatics. 
The focus of the 2010 annual conference was on 
Globalisation, Internet and the Law. Cyberspace, 
globalisation, global civil society and governance remain in 
the focus of interest, in particular in times of an economic 
crisis. 2010 is not only the magic year for the European 
knowledge society (Lisbon target) is seeing the difficult 
birth of an International Organisation deriving its authority 
from the global civil society. “Electronic life” becomes a 
reality. Questions of data protection and intellectual property 
determine more and more our life. 
The 25th Anniversary Conference focused on the ways in 
which law and technology can contribute to a better legal 
system in the era of globalisation. Law Schools have to 
contribute to this ongoing evolution in order to maintain 
efficient rule of law in the knowledge society. 
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FOREWORD  
25TH ANNIVERSARY CONFERENCE  

BILETA2010  
UNIVERSITY OF VIENNA 

 

The Centre for Legal Informatics at the Vienna University Faculty of Law highly appreciates the honour of hosting the 
25th Anniversary Conference BILETA2010.  Due to our scarce resources, we are more than happy to share this burden 
with the OCG Austrian Computing Society and the WZRI Vienna Centre for Legal Informatics. 

The focus of the 2010 annual conference is Globalisation, Internet and the Law. Cyberspace, globalisation, global civil 
society and governance remain in the focus of interest, in particular in times of an economic crisis. 2010 is not only the 
magic year for the European knowledge society (Lisbon target). We are also witnessing the difficult birth of an 
International Organisation which is deriving its authority from the global civil society. “Electronic life” becomes a 
reality. Questions of data protection and intellectual property determine more and more aspects of our lives. 

The 25th Anniversary Conference focuses on the ways in which law and technology can contribute to a better legal 
system in the era of globalisation. Law Schools have to contribute to this ongoing evolution in order to guarantee the 
efficient rule of law in the knowledge society. 

The conference will address in particular the following topics: 

  E-Learning and Legal Education 
 Technology in the Law School 

o Search Technologies 
o Document Production 
o E-Discovery 
o Knowledge Systems and Legal Ontologies 
o Virtual Worlds / SNS 

 ICT Law 
o Intellectual Property – including Copyright, Open Source etc. 
o Privacy and Data Protection 
o Intellectual Property Law 
o Cybercrime – including Criminological Aspects 
o E-Commerce 
o E-Government 
o E-Justice 
o E-Democracy 

 Globalisation and Internet Governance 
 Legal Theory and Critical Perspectives 

 

Highlights will be the invited talk given by Judge of the General Court of the ECJ Josef Azizi on Access to Justice 
before EU-Courts: Opportunities and Limits and the Panel on Past, Present and Future of Computers and Law.  

Many individuals worked to form the conference and to prepare the programme and the pre-proceedings. Special 
recognition has to go to the work of the General Chairs Abdul Paliwala, Burkhard Schafer and Sefton Boxham and to 
the BILETA Executive Committee. The strong support and fruitful co-operation with the OCG Austrian Computing 
Society also deserves acknowledgement.  

 

Vienna, in March 2010                                                                                       Erich Schweighofer, Anton Geist 
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CONFERENCE PROGRAMME 

 
BILETA2010 CONFERENCE PROGRAMME 

 
Law Faculty, University of Vienna 

http://www.juridicum.at 
 

 
 

http://www.univie.ac.at/RI/BILETA2010/  
 

Sunday, 28 March 2010 

BILETA AGM, 17:30-18:30 (OCG, Wollzeile 1-3, 1010 Wien (close to St. 
Stephen’s Chathedral) 

Chaired by Sefton Bloxham 

"Heuriger", 19-22 (Augustinerkeller, Augustinerstraße 1, 1010 Wien 
(behind the opera) 

 

Monday, 29 March 2010 

Universität Wien Hauptgebäude, Kleiner Festsaal 

Opening, 09:00, Kleiner Festsaal 

Globalisation and Governance I (Session 1B), 09:00-10:30, Hörsaal 31 

Chaired by Jon Bing, University of Oslo  

1. Cyber-attacks: What should be the rules of engagement?,  
Stuart Weinstein, Pauline Reich, Charles Wild, Allan Salim Cabanlong  

2. Mobile Network Neutrality in Europe: Towards a Co-regulatory Solution,  
Chris Marsden  

3. Who is the Keeper? A Framework for Identifying Online Gatekeepers,  
Emily Laidlaw  
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Chaired by Martina Gillen, Oxford Brookes University  

1. Is ‘free riding’ a problem in hardware development, and should there be protection for hardware 
development?,  
Philip Leith  

2. Compulsory Copyright Licenses for Electronic Works ?,  
Lothar Hofmann  

3. The Author and the Right of Attribution in Asia – is there a Change that is going to come in the Era of 
Globalisation of Copyright?,  
Marlena Jankowska  

E-Government (Session 1C), 09:00-10:30, Hörsaal 30 

Chaired by Arthur Winter, Ministry of Finance, Vienna  

1. Modelling the Legal Rule Set in an Ontology and Process the Rule Set by the OsSso Machine,  
Josef Makolm, Doris Ipsmiller  

2. e-Procurement in Scotland: The Scottish Contribution to the PEPPOL Project,  
Steve Murray  

Knowledge Systems I (Session 1E), 09:00-10:30, Elise Richter Saal 

Chaired by Vytautas Cyras, University of Vilnius, Lithuania  

1. Re-entering the E-Conveyancing Matrix,  
Martin Jones, Moira MacMillan  

2. An Ontology-based Approach to Retrieve Organizational Knowledge,  
Eslam Nazemi, Sepideh Mahdavi  

3. Creating and Managing an Enterprisewide Electronic Discovery Department,  
Eric Samuelson  

Cybercrime I (Session 1D), 09:00-10:30, Hörsaal 16 

Chaired by TJ McIntyre, University College Dublin  

1. 'High Tech' Crime,  
Pieter Kleve, Kees van Noortwijk, Richard De Mulder  

2. Nightjack’s case: A chilling effect on blogging and blogger’s rights…or perhaps not.,  
Jaspal Kaur Sadhu Singh  

3. Computers, Disorders, Politics and Public Perceptions: Lessons from the McKinnon saga,  
Andrew Charlesworth  

Break (air, tea, coffee etc.), 10:30-10:50, Garderobe 

Welcome Addresses, 10:50-11:00, Kleiner Festsaal 

Chaired by Erich Schweighofer, University of Vienna  

1. Welcome Address from the Faculty of Law,  
Alina Lengauer, Vice Dean  

2. Welcome Address from the Faculty of Computer Science,  
Gerald Quirchmayr, Vice Dean   



BILETA2010 Conference                              11                                        University of Vienna  

Past, Present and Future of Computers and Law, 11:00-12:30, Kleiner 
Festsaal 

Chaired by Erich Schweighofer  

1. Presentation of the Book A History of Legal Infomatics, AbdulHusein Paliwala,  
Philip Leith, Richard V. De Mulder, Fernando Galindo, Jon Bing 

2. An Interdisciplinary View on the Future of Computers and Law,  
Philip Leith  

3. Leadership and Innovation in Computers and Law,  
Richard V. De Mulder  

4. The Iberian View on Computers and Law,  
Fernando Galindo  

5. The Scandinavian View on Legal Informatics,  
Jon Bing  

6. A Global View on Past, Present and Future of Computers and Law,  
AbdulHusein Paliwala  

Lunch (provided by the organisers), 12:30-13:30, Garderobe & Oktogon 

New E-Learning Tools I (Session 2B), 13:30-15:00, Hörsaal 31 

Chaired by Sefton Bloxham, University of Cumbria  

1. A rather tasty annotated bibliography: Students, IPR and other such tricky things,  
Michael Bromby, Jane Guiller  

2. Semiautomatic Marking of Legal Exam Papers,  
Erich Schweighofer, Andi Rauber  

3. Search Engines and the Threshold Test for Plagiarism,  
Pheh Hoon Lim  

Intellectual Property II (Session 2A), 13:30-15:00, Kleiner Festsaal 

Chaired by Philip Leith, Queen's University Belfast  

1. Bringing the Globe into Globalization: Models of Capacity Building and Technology Transfer,  
Martina Gillen  

2. Viacom and Digital Media: A Dispute over the future on Internet,  
Malak Bhatt  

3. Digital Rights Management and Fair Use,  
Nick Scharf  

Cybercrime II (Session 2D), 13:30-15:00, Hörsaal 16 

Chaired by Patricia McKellar, University of Warwick  

1. Menacing Threats in Cyber Security : The Malaysia Perspective,  
Izwan Iskandar Ishak, Yaslinda Mohamad Yassin  

2. Pure porn and pseudo porn: The regulatory road,  
Abhilash Nair  

3. EU Developments in Internet Filtering of Child Pornography,  
TJ McIntyre  
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Knowledge Systems II (Session 2E), 13:30-15:00, Elise Richter Saal 

Chaired by Burkhard Schafer, University of Edinburgh  

1. Technical Rules and Legal Rules in Online Virtual Worlds,  
Vytautas Cyras, Friedrich Lachmayer  

2. Putting Old Art in New Technologies - A Registry Solution to Tackle the Trade with Illegal Antiquities,  
Wiebke Abel, Saskia van de Ven, Burkhard Schafer, Radboud Winkels  

3. Between “clicks and mortals”: developing knowledge systems in International Criminal Law through the ICC 
Legal Tools Project,  
Emilie Hunter, Olympia Bekou  

General Aspects of IT Law I (Session 2C), 13:30-15:00, Hörsaal 30 

Chaired by Richard Jones, Liverpool John Moores University  

1. Digital Lives: Law and the Preservation of Personal Digital Archives,  
Andrew Charlesworth  

2. Is Digital Identity Property?,  
Clare Sullivan  

3. Entrepreneurship, innovation and law – how to deal with the future?,  
Pieter Kleve, Richard De Mulder  

Break (air, tea, coffee etc.), 15:00-15:30, Garderobe 

New E-Learning Tools II (Session 3B), 15:30-17:00, Hörsaal 31 

Chaired by Julia Hornle, Queen Mary University of London  

1. The Virtual Solicitors' Office - Using a Virtual World to Support a Student's Learning Experience,  
Sarah King, Angela Kerry  

2. Simshare: Open Educational Resources in Simulation Learning,  
Paul Maharg, Karen Barton  

3. ICT for Networking Research and Education Communities all around Europe: Towards an Electronic Platform 
of European Law,  
Daniela Tiscornia, P. Rossi  

E-Justice (Session 3D), 15:30-17:00, Hörsaal 16 

Chaired by Gerald Quirchmayr, University of Vienna  

1. Conceptual analysis of documents as a contribution to measuring the reliability of eyewitness statements.,  
Richard De Mulder, Kees van Noortwijk  

2. Introduction of "Data Boxes" in the Czech Republic - Early Experiences,  
Michal Koscik  

3. E-Justice initiatives in EU and some Hungarian remarks,  
Balogh Zsolt György  

General Aspects of IT Law II (Session 3C), 15:30-17:00, Hörsaal 30 

Chaired by Andrew Charlesworth, University of Bristol  

1. Taxing web advertising revenue, Cyber-fantasy or fact?,  
Konstantinos Siliafis  
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2. Have one’s cake and eat it - EU hybrid approach to ICT standardisation,  
Laíse Da Correggio Luciano, Roksana Moore  

3. Looking at it through the Lens of Human Rights: A Critical Analysis of the Regulation of Interception of 
Communications Act (RITA) Bill, 2007 of Uganda,  
Ronald Kakungulu-Mayambala  

Intellectual Property III (Session 3A), 15:30-17:00, Kleiner Festsaal 

Chaired by Gavin Sutter, Queen Mary University London  

1. The place of intellectual property in a world of environmental change,  
Abbe E. L. Brown  

2. Context and consent: Legitimising the publication of photographs on the internet,  
Diane Rowland  

3. Intellectual Property Reform for the Internet Generation. An Accident Waiting to Happen.,  
Richard Jones  

E-Commerce I (Session 3C), 15:30-17:00, Elise Richter Saal 

Chaired by Subhajit Basu, Queen's University Belfast  

1. Long Tail or Tall Tales? Networks, Complexity and Content,  
Andres Guadamuz  

2. Dispute Resolution Mechanism in Telecom Sector: the case of Oman,  
Hisham Tahat  

Break (air, tea, coffee etc.), 17:00-17:15, Garderobe 

Privacy and Data Protection I (Session 4A), 17:15-18:15, Kleiner Festsaal 

Chaired by Judith Rauhofer, University of Central Lancashire  

1. ON, OFF and ON again: Privacy and data protection in the on-line and off-line aspects of full body scanners 
and passenger profiling in aviation security,  
Joseph Cannataci, Jeanne Pia Mifsud Bonnici  

2. Cookies, Spyware and the 2009 Review of the ePrivacy Directive,  
Eleni Kosta, Peggy Valcke  

E-Commerce II (Session 4C), 17:15-18:15, Hörsaal 30 

Chaired by Martin Jones, Glasgow Caledonian University  

1. The Legal Procedures to Authenticate Electronic Commerce Contracts In the light Of Jordanian Electronic 
Transaction Law and English Law,  
Samir Dalalalah  

2. The Perspective of Global Impact of the E-Commerce Directive: Good Experiences and Common Mistakes 
from the Western Balkans,  
Djordje Krivokapic, Mirjana Drakulic, Ratimir Drakulic, Svetlana Jovanovic  

3. E-commerce: enforcement of consumer protection legislation- internet challenges and different options?,  
Julia Hornle  

Roundtable: E-Learning at Vienna University (Session 4E), 17:15-18:15, Elise 
Richter Saal 

Chaired by Erich Schweighofer  
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1. E-Learning at the University of Vienna,  
Charlotte Zwiauer (invited)  

2. E-Learning at the Faculty of Law, University of Vienna,  
Christian Stadler  

3. E-Learning at the Vienna University of Economics and Business 
Bernd Simon 

New E-Learning Tools III (Session 4B), 17:15-18:15, Hörsaal 31 

Chaired by Fernando Galindo, University of Zaragoza  

1. From isolation to inclusion: An exploratory study in providing online legal advice for older people,  
Subhajit Basu, Joe Duffy  

2. Law under construction: teaching a new vision of law to Mexican legal community,  
Panagia Voyatzis, Burkhard Schafer  

Search Technologies in Law (Session 4D), 17:15-18:15, Hörsaal 16 

Chaired by Radboud Winkels, University of Amsterdam  

1. Using ICT to provide access to law in Africa: examples of the African Legal Information Institutes,  
Amavi Tagodoe  

2. Defining "Relevance" in Computer-Assisted Legal Research,  
Anton Geist  

Reception & Dinner Party, 19-22, Vienna City Hall, 1010 Wien 

Tuesday, 30 March 2010 

Privacy and Data Protection II (Session 5A), 09:00-10:00, Kleiner Festsaal 

Chaired by Joe Cannataci, University of Central Lancashire  

1. Mobile Radio Frequency Identification Technology (Mobile-RFID); where is privacy?,  
Noriswadi Ismail  

2. Legal analysis of “Human flesh search engine” in China - The influence of  
Chinese new tort law, Qian Tao  

3. Children, mobile phones and data privacy,  
Rebecca Ong  

Legal Issues of E-Learning (Session 5B), 09:00-10:00, Hörsaal 31 

Chaired by Karen Barton, University of Strathclyde  

1. Science and Copyright: An unresolvable conflict of interests?,  
Walter Scholger  

2. E-education and the applicable legal framework,  
Maria-Daphne Papadopoulou  

E-Commerce III (Session 5C), 09:00-10:00, Hörsaal 30 

Chaired by Anton Geist, University of Vienna  

1. Building Trust Online,  
Graham Ross  
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2. Collaborative Consent: harnessing the strengths of the internet for consent in the online environment,  
Paul Bernal  

Future E-Learning Strategies in Education (Session 5D), 09:00-10:00, 
Hörsaal 16 

Chaired by Michael Bromby, Glasgow Caledonian University  

1. Futurelearning and Mobile Computing,  
Christian Dorninger  

2. eskills and the European School Net,  
Bernhard Racz  

3. IT-Certificates in education,  
Gerald Futschek  

4. Bildung.at - Centralized IT-Services for Austrian Schools,  
Thomas Menzel  

Invited talk, 10:00-11:00, Kleiner Festsaal 

Chaired by Abdul Paliwala  

1. Access to justice before EU-Courts: opportunities and limits,  
Josef Azizi  

Break (air, tea, coffee etc.), 11:00-11:30, Garderobe 

Content and User Blocking (Session 6B), 11:30-13:00, Hörsaal 31 

Chaired by Clare Sullivan, University of Adelaide, South Australia  

1. The Internet, human rights and three-strikes: A legal analysis of the ‘three-strikes’ law and access to the Web 
as a human right,  
Dinusha Mendis  

2. The French Copyright Authority (HADOPI), the graduated response and the disconnection of illegal file-
sharers,  
Nicolas Jondet  

Privacy and Data Protection III (Session 6A), 11:30-13:00, Kleiner Festsaal 

Chaired by Balogh Zsolt György, University of Pecs, Hungary  

1. Decoding Data Protection Legislation: A critical analysis and categorisation of rights, data controllers and data 
processors,  
Bostjan Bercic, Carlisle George  

2. …but they wouldn’t do that! Cultural differences in attitudes towards the protection of privacy as a common 
good,  
Judith Rauhofer  

3. Privacy vs. freedom of expression: The legality of rating websites in Europe,  
Lilian Edwards, Andreas Ruhmkorf  

E-Commerce IV (Session 6C), 11:30-13:00, Hörsaal 30 

Chaired by Radim Polcak, University of Brno, Czech Republic  

1. "Must-offer obligations: Not all football equally 'premium'",  
Katrien Lefever, Robin Kerremans  
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2. The name of the game: censorship, trade and the future of computer games,  
Daithi Mac Sithigh  

Globalisation and Governance II (Session 6D), 11:30-13:00, Hörsaal 16 

Chaired by Abdul Paliwala, University of Warwick  

1. Governance by contracts,  
Jon Bing  

2. Internationalized Domain Names: Where Are We; Where Are We Going?,  
Moe Alramahi  

3. India on the Path to Digital Government,  
Siddharth Tatiya, Vikrant Pachnanda, Vineet Unnikrishnan, Arvind Giriraj, Rishabh Bharadwaj  

Lunch (provided by the organisers), 13:00-14:00, Garderobe 

Workshop: Multisensory Law I (Session 7B), 14:00-15:30, Hörsaal 31 

Chaired by Colette R. Brunschwig, University of Zurich 

1. Thinking with the Senses in Legal Playgrounds: A Sketch Towards Multisensory Legal Education,  
Maksymilian Del Mar  

2. Beyond Text in Legal Education,  
Zenon Bankowski, Burkhard Schafer  

Workshop: Being a leader and the effective exercise of leadership: the 
ontological model I, 14:00-15:30, Hörsaal 30 

Richard V. De Mulder, University of Rotterdam  

Break (air, tea, coffee etc.), 15:00-15:30, Garderobe 

Workshop: Multisensory Law II (Session 8B), 15:30-17:00, Hörsaal 31 

Chaired by Burhard Schafer, University of Edinburgh 

1. Multisensory Law - A New Legal Discipline?,  
Colette R. Brunschwig  

Workshop: Being a leader and the effective exercise of leadership: the 
ontological model II, 15:30-17:00, Hörsaal 30 

Richard V. De Mulder, University of Rotterdam 
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Welcome Address from the Faculty of Law 

Alina Lengauer 

[Will be distributed at the Conference] 

Welcome Address from the Faculty of Computer Science  

Gerald Quirchmayr 

It is no secret that IT has become an essential factor in the development of our economy and our society as a whole. 
Regulations, compliance issues, crime prevention, IT forensics, privacy issues, surveillance technology and the strong 
influence on the lawyer’s workplace are the changes resulting from this development which are most notable to us. E-
government, e-legislation, e-democracy, e-participation - at the end of the day “e-everything” – create new 
opportunities and challenges for both research communities, lawyers and computer scientists. That is why long standing 
traditions of intensive cooperation between legal researchers and their colleagues from the fields of IT and sciences, 
such as the one at the University of Vienna, are of such great value. Starting with early governmental statistics, this 
cooperation has over time expanded into such diverse domains as expert systems, knowledge representation, hypertext, 
IT law, legal research methods, IT forensics, and the support for international organizations. As core legislation on 
privacy protection, computer crime prevention, compliance and surveillance have dramatically changed the way in 
which we view IT, it is obvious how much both sides can today benefit from a close cooperation. 

The BILETA conference, which is a very successful example of integrating research and education topics in the area of 
IT and Law, has for many years made a significant impact and has served as a valuable meeting place for researchers 
and educators. It is therefore a great honour and pleasure to welcome the participants of BILETA 2010 on behalf of the 
Faculty of Computer Science. I would like to thank the organisers and the speakers for the efforts they have put into 
making this year’s conference a success and wish all participants a memorable conference full of intensive discussions 
and an enjoyable stay in Vienna. 

Univ.-Prof. Dr. Dr. Gerald Quirchmayr 
Dean of the Faculty of Computer Science 
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INVITED TALK 
 

Access to justice before EU-Courts: opportunities and limits   

Josef Azizi 

 

[Will be distributed at the conference] 
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PAST, PRESENT AND FUTURE OF COMPUTERS AND 
LAW 

 

A Global View on Past, Present and Future of Computers and Law   

Abdul Husein Paliwala 

Introduction (Abdul Paliwala) 
 

This panel session is based on the book “A History of Legal Informatics” in which international scholars who have 
played major roles in the development of legal informatics consider the successes and failures of the development of 
legal informatics in order to consider future directions. Legal Informatics has been defined as: 

The application of informatics within the context of the legal environment and as such involves law-related 
organizations (e.g., law offices, courts, and law schools) and users of information and information 
technologies within these organizations). 

 

The book has been written in celebration of the 25th Anniversary of BILETA and the panel will involve five of the 
authors. The book suggests that the many achievements in legal informatics are paralleled by stories of unfulfilled 
promises. Four passages from the book indicate the nature of the problem: 
 

Peter Martin assesses the US judiciary’s take up of technology: 
Judged against such visions and the changes digital technology has brought about in important commercial 
areas over the past decade, the take-up of digital technology by US courts has been both slow and uneven.  

Richard Susskind reflects on challenges facing lawyers: 
The successes and innovations have been relatively rare. IT and the Internet have provided stiff competition 
for the phone, the ledger, the library, and the filing cabinet, but the substantive work of lawyers has yet to be 
reconfigured. 

Richard De Mulder considers the as yet unfulfilled promise of Jurimetrics: 
Jurimetrics, the empirical study of the law, has never really come into existence.  Although, given the way in 
which society has developed during the information age, it could have been expected that jurimetrics would 
become an important discipline, until now it has not conquered much ground in the universities or outside.   
Richard De Mulder proposes fear as the explaining factor for this." 

For Leith, the critical factor in the failure of expert systems in law has been the failure of information scientists and 
lawyers to understand the nature and culture of law itself: 

The primary reason why the expert systems project failed was that the ambitions were so difficult to achieve. 
What was being proposed was really the robotisation of lawyers – that their skills and knowledge could be 
easily formalised, and that as a process was at heart a quite simple operation – if you knew the rules, then you 
could give advice…. 
(T)he expert knowledge which lawyers have is of a different sort to that which the expert systems designers 
were promoting as the knowledge base of their practice-oriented systems. 

 
And yet, the book suggests that following of proper principles and approaches can provide the pathways to success. 
This is the case with the history of legal information retrieval which has dramatically transformed the nature of legal 
publishing and the life of the law itself (Bing and Greenleaf), of the development of successful collaboration from 
Spanish regional level to a global legal information society network (Galindo) and in the development of e-learning 
(Paliwala).
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Let there be LITE: A brief history of legal information retrieval (Jon Bing) 

This presentation will chart the growth of national and global legal information systems including commercial and free 
access systems. It suggests that visions of integrated electronic national electronic systems was always likely to remain 
unfulfilled and in the circumstances future success will be based on a combination of pluralism and global co-operation.  

Jurimetrics Please! (Richard de Mulder) 

This presentation will suggest that Jurimetrics, the empirical study of the law, has never really come into existence. 
Although, given the way in which society has developed during the information age, it could have been expected that 
jurimetrics would become an important discipline, until now it has not conquered much ground in the universities or 
outside. After consideration of the history and the yet unfulfilled potential of jurimetrics, the paper will suggest future 
directions.  

The Rise and Fall of the Legal Expert System (Philip Leith) 

Those very few of us who were critical of the rise of legal expert systems in the early 1980s probably wonder, in idle 
moments, whether there is a possibility of rejuvenation of an approach which was once multi-various and is now 
obscure and esoteric. Is it possible that after rising and falling, that legal expert system research programme could rise 
again? What were the conditions which gave impetus to the field and could they be repeated? In his presentation 
Professor Leith returns with a personal viewpoint, on the rise of expert systems and why – despite their failure – the 
appeal of commoditising legal expertise continues to allure the unwary. 

From Legal Thesaurus to ESignatures (Fernando Galindo) 

Professor Galindo will chart the development of work on legal informatics by the Inter-Disciplinary Reseasrch Group 
on Data Protection and Electronic Signatures of Aragon, Spain. He suggests that the success of the group has been in 
adapting to changes in technologies and their social contexts, for example in shifting between work on intelligent 
thesaurus to security of identity systems and in using lessons learnt from Spanish regional initiatives to the development 
of the global LEFIS network.  

In collaboration with several partners, in the middle of the 1980s the Inter- Disciplinary Research Group on Data 
Protection and Electronic Signatures located in the Aragon Autonomous Region of Spain began to carry out 
interdisciplinary research related to the storage and retrieval of legal documentation. The objective was to use the 
technical possibilities of expert systems to enable retrieval, with the use of suitable dialogues and arguments, local legal 
texts, especially the legislation of the Aragón Autonomous Region. The intended users would be both ordinary people 
and legal experts. The chosen method was the construction of an intelligent legal thesaurus. It was too early. We 
realized practical results could not be obtained at that time in the Spanish context. The research did however generate 
philosophical ideas on access to legal texts. As the Internet became a reality, another object of research appeared: How 
to ensure security of identity in electronic legal communications? Such security would assist legal activities while at the 
same time protecting individual rights to communicate thoughts freely when retrieving information. This involved work 
on identification management and electronic signatures. The development of these activities began in the mid-1990s. 
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Socrates and Confucius: A long history of information technology in legal 
education (Abdul Paliwala) 

Abdul Paliwala suggests that Socrates, Confucius and the medieval inventors of the lecture have been the iconic 
stimulators of methodologies of eLearning. He argues that earlier ventures into information technology in legal 
education were influenced either by the Langdellian/Socratic ‘case method’ or the ‘lecture method’. Subsequent more 
innovative forms of eLearning have been inspired by the student centred and holistic Realist, Deweyan methodologies 
which have similarities with Confucian methodologies. He proposes that an understanding of underlying pedagogical 
issues is key to charting the future. 

An Interdisciplinary View on the Future of Computers and Law   

Philip Leith 

[Will be distributed at the Conference] 

Leadership and Innovation in Computers and Law   

Richard V. De Mulder   

[Will be distributed at the Conference] 

The Iberian View on Computers and Law    

Fernando Galindo 

In collaboration with several partners, in the middle of the 1980s the Inter- Disciplinary Research Group on Data 
Protection and Electronic Signatures located in the Aragon Autonomous Region of Spain began to carry out 
interdisciplinary research related to the storage and retrieval of legal documentation. The objective was to use the 
technical possibilities of expert systems to enable retrieval, with the use of suitable dialogues and arguments, local legal 
texts, especially the legislation of the Aragón Autonomous Region. The intended users would be both ordinary people 
and legal experts. The chosen method was the construction of an intelligent legal thesaurus. It was too early. We 
realized practical results could not be obtained at that time in the Spanish context. The research did however generate 
philosophical ideas on access to legal texts. As the Internet became a reality, another object of research appeared: How 
to ensure security of identity in electronic legal communications? Such security would assist legal activities while at the 
same time protecting individual rights to communicate thoughts freely when retrieving information. This involved work 
on identification management and electronic signatures. The development of these activities began in the mid-1990s. 

The Scandinavian View on Legal Informatics   

Jon Bing   

[Will be distributed at the Conference] 
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A Global View on Past, Present and Future of Computers and Law   

Abdul Husein Paliwala 

[Will be distributed at the Conference] 
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GLOBALISATION AND GOVERNANCE 
 

Cyber-attacks: What should be the rules of engagement? 

Stuart Weinstein, Pauline Reich, Charles Wild, Allan Salim Cabanlong 

When does a cyber-attack that may or may not be sponsored and supported by another nation cross the line and become 
an official act of war? At what point should a state become responsible for non-state actors within its territory? And for 
democratic nations that are the victims of these attacks, what should the rules of engagement be when faced with the 
onslaught of non-democratic countries determined to probe weaknesses and wreak havoc on other countries’ critical 
information infrastructures? There are a number of examples that have emerged since 2007: • the attacks on Estonia, 
which shut down many of its critical information infrastructures; • China’s alleged probing of embassy networks in 
numerous countries and the official website of the Dalai Lama; and • the attacks in July 2009 on government and 
private company websites in the United States and South Korea which intelligence services in both countries have 
allegedly traced back to North Korea. Similar stories have appeared alleging that terrorist groups in the Middle East and 
actors (allegedly government agents) in Russia have been involved in the same sorts of activities. What should the rules 
of engagement be for democracies to take with respect to taking action via law or technology or other measures (trade 
embargoes, for example) against other countries that attack or spy through cyberspace? Should political leaders be 
empowered to temporarily seize control over computer networks in the private sector, as proposed in a draft Senate bill 
authored by Senator Jay Rockefeller? It is technologically feasible to do so to protect private sector and/or critical 
information infrastructure networks? Would it be effective in terms of national interest to do so rather than to engage in 
conflict in cyberspace or traditional warfare? Does a democracy have to wait until it is attacked by foreign actors before 
it may take aggressive measures to protect its critical information infrastructures? A new RAND Corporation report 
issued on 15 October 2009 suggests the U.S. may be better off playing defense and pursuing diplomatic, economic, and 
prosecutorial efforts against cyberattackers, instead of making strategic cyberwarfare a strategic priority. Cyberwarfare 
is better at bothering an adversary than defeating it -given that permanent effects are elusive, author Martin C. Libicki 
wrote in the RAND report, entitled "Cyberdeterrence and Cyberwar." Moreover, the threat of punishment has never 
done much to prevent cyberattacks on either civilian or military networks, another reason to concentrate on prevention, 
according to the study. Is this the correct posture for democracies to assume? Or rather is “a good offense the best 
defense” the better approach? The authors of this paper argue that democracies must consider such issues as degree of 
damage/harm, ability to attribute the sources of attacks in light of the use of botnets and other ways to keep the sources 
of attacks anonymous and impossible to trace and the relative benefits of deterrence vs. aggression before considering 
“retaliation in kind”. In the increasingly complex and interrelated world of cyberspace, Gandhi’s adage “an eye for an 
eye and soon the whole world will be blind” seems more apt than ever when democracies consider a response to alleged 
state-sponsored cyber-attacks. There may also be an analogy to President Kennedy’s opportunity to push the red button 
to launch a nuclear attack in these scenarios… 

Mobile Network Neutrality in Europe: Towards a Co-regulatory Solution 

 Chris Marsden  

Net Neutrality is a contested policy principle regarding access for content providers to the Internet end-user, and 
potential discrimination in that access where the enduser’s ISP (or another ISP) blocks that access in part or whole. The 
suggestion has been that the problem can be resolved by either introducing greater competition or closely policing 
conditions for vertically integrated service, such as VOIP or managed video. However, that is not the whole story, and 
ISPs as a whole have incentives to discriminate between content for matters such as network management of spam, to 
secure and maintain customer experience at current levels, and for economic benefit from new Quality of Service 
standards. This includes offering a ‘priority lane’ on the network for premium content types such as video and voice 
service. The author considers market developments and policy responses in the 2009 European E-Communications 
reforms and the United States, draws conclusions and proposes regulatory recommendations.  
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Who is the Keeper? A Framework for Identifying Online Gatekeepers  

Emily Laidlaw  

Issues of data protection, freedom of expression, and intellectual property dominate debates concerning Internet 
governance, and the legal responsibility of gatekeepers is often at the centre of such discussions. We have a broad 
understanding of the entities that are gatekeepers and what it is about the Internet that has placed them in this position. 
These entities include, for example, search engines, Internet service providers (ISP), high traffic social networking sites 
and portal providers. Yet, a focused analysis of what is meant by the term gatekeeper in the Internet context, but most 
particularly in the context of viewing the Internet as a democratizing force, is needed to not only confirm that these 
entities are indeed gatekeepers, but to also find a method for identifying other gatekeepers, and for finding the boundary 
between what is a gatekeeper and what is not. The need for the latter is particularly acute when one attempts to draw a 
conceptual line between some hosts of message boards or other Web 2.0 platforms, and others. What we want to avoid 
is imposing the same gatekeeping responsibilities on, for example, “John Smith” blogging about his family adventures, 
which friends sometimes comment on in the conveniently pre-fabricated comments section, as on interactive news sites 
visited by millions around the world, such as www.huffingtonpost.com or the BBC’s ‘Have Your Say’ discussion 
forums. Likewise, while such interactive sites might have many visitors, they are instinctively different from 
gatekeepers such as ISPs, which control our very access to the Internet, or search engines, which organise much of the 
information available online. Thus, an examination of what is meant by the term gatekeeper not only serves a 
definitional purpose, but guides the nature and extent of their legal duties. To that end this paper will discuss the 
following. First, traditional conceptions of gatekeeping will be discussed and their conceptual inadequacy for the 
Internet explained. Traditional conceptions of gatekeeping tend to focus on the role or capacity of gatekeepers in 
preventing rule-breaking by third parties. Shopkeepers act as gatekeepers by confirming the age of individuals seeking 
to buy cigarettes or alcohol. Banks are required to check the identification of account holders or report certain types of 
transactions in order to comply with money laundering laws. Some conceptions of gatekeeping also embrace its 
facilitative aspect, such as the role journalists and press institutions in selecting the stories and information we consume. 
However, even when gatekeepers have been conceived in such facilitative terms, the focus has been on the gatekeeper’s 
role of ‘selection’ or ‘distribution’ or ‘disruption’. The gated – those on whom the gatekeeping is exercised – are treated 
in static terms as though they are somehow uninvolved or unaffected. Drawing from Karine Barzilai-Nahon’s Network 
Gatekeeping Theory (NGT), this paper will focus on gatekeeping as a process of information control thereby shifting 
the focus to include the effects of a gatekeeping process or mechanism on the gated. Doing so better reflects the 
dynamic, polycentric environment of the Internet, where the gated are active players in creating and managing the 
Internet environment. However, a closer examination of this environment reveals further differences between the 
various online gatekeepers not accounted for by a focus simply on information control and the role of the gated. The 
gated are not only sources of misconduct but have rights as well, and certain gatekeepers act as ‘chokepoints’ or 
‘bottlenecks’ or ‘super-gatekeepers’ in managing the exercise of such rights. Here, human rights theory helps flesh out 
the facilitative aspect of how gatekeepers work that is missing from the traditional approaches. Therefore the second 
part of this paper will propose a framework for identifying these gatekeepers. It will differentiate between two types of 
gatekeepers – the traditional online gatekeepers, which control information as it moves through a gate, and ‘Internet 
Information Gatekeepers’ (IIG) which influence deliberation and participation in the forms of meaning making in 
democratic culture. In discussing these IIGs, different categories of IIGs will be framed, and a method for determining 
where they fit on this range will be proposed. 

Governance by contracts   

Jon Bing 

[Will be distributed at the Conference] 

Internationalized Domain Names: Where Are We; Where Are We Going?  

 Moe Alramahi   
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A domain name is the human-friendly form of Internet address that is both easy to identify and to remember. 
Internationalized Domain Names (IDNs), also known as Multilingual Domain Names, are domain names represented by 
local language characters. Such domain names could contain letters or characters from non-ASCII scripts (i.e. Arabic or 
Chinese). This paper will examine current IDNs availability at the second top level domain in trade mark context. The 
forthcoming launch of IDNs at the top level in limitless number is expected to cause trade mark abuse, such as 
cybersquatting and typosquatting, to grow exponentially. This will lead to further disputes related to the rights over 
domain names, particularly in relation to trade mark rights. While some trade mark owners undoubtedly would benefit 
by having their own mark in different languages. One issue of particular concern to the intellectual property community 
is the precautions that the Internet Corporation for Assigned names and Numbers (ICANN) have undertaken to ensure 
the protection of their rights (intellectual property owners) from any abusive registration and/or misuse of the second or 
top level names by using identical or confusingly similar name to their intellectual property protected names so that 
internet users are potentially confused. The paper will evaluate these developments and the suitability of the Uniform 
Dispute Resolution Policy (UDRP) to resolve some of these issues.  

India on the Path to Digital Government  

Siddharth Tatiya, Vikrant Pachnanda, Vineet Unnikrishnan, Arvind Giriraj, Rishabh 
Bharadwaj 

It cannot be helped, it is as it should be, that the law is behind the times. - Oliver Wendell Holmes Cyberspace is a place 
which is characterized by the lack of distant and absence of any border. It represents technological space which is 
mathematically perfect. For a digitally developing country like India, it is just the beginning after the Indian Parliament 
enacted the Information Technology Act, 2000 which governs the processing and dissemination of information 
electronically and is based on the Model Law on Electronic Commerce prepared by the UNICTRAL. Owing to the 
dynamic nature of technology and the abuse of internet for anti national and anti social purposes, it is necessary to 
develop fresh principles of criminal jurisprudence to create a balance between individual rights and government 
surveillance. Recent amendments, which have been made in the IT Act, are the points of discussion in this paper. This 
new amendment contains provisions regarding e-commerce, e-governance, cyber crimes and publishing and 
transmitting obscene materials in electronic forms. The amended Act also gives the Central government powers to issue 
directives for intercepting, monitoring or decryption of any information through computer network. In the parent act the 
provision which gives police unfettered powers to arrest without warrant has been the most controversial provision. 
After the amendment it now appears that there is a lot to come. The amended law, as it stands today, confers enormous 
powers to monitor, block or access personal data and could lead to privacy concerns. With regard to Data Protection and 
Data Privacy the statute has provided some relief by introducing provisions which address the current demands. It also 
has a few other provisions which indirectly penalize or provide compensation for infringement of privacy by way of 
unauthorized access to information. But powers have been conferred upon some authorities of the Government which 
would restrict or infringe the Privacy rights of the individuals. However, it is important to consider the fact that 
emerging cyber security threats are major cause of concern for the Government and it is necessary to take measures like 
the USA did by enacting the Patriot Act after the 2001 attacks. Also the standpoint of the security agencies cannot be 
overlooked which confront terrorism and virtual wars in cyber space, therefore the role of new laws and regulations, 
which can effectively maintain the balance between national security and human rights is the most important. 
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NEW E-LEARNING TOOLS 
 

A rather tasty annotated bibliography: Students, IPR and other such tricky 
things  

Michael Bromby, Jane Guiller  

Two undergraduate modules have used students to compile a list of web resources, add appropriate tags and provide 
evaluative notes for two very different topics: miscarriages of justice, and cyberpsychology. Despite the differences in 
topic areas, both initiatives encountered similar problems but also achieved similar end-point results. This paper will 
describe our pedagogic and technical methodologies, choice of social bookmarking tools, the peer-review and general 
learning experience, and some of the intellectual property issues encountered in producing a collaborative and publicly 
available resource using the del.icio.us and Blackboard Scholar software. Consideration will also be given to forward 
planning and the sustainability of student-made resources for future academic sessions. The social and collaborative 
aspects to bookmarking software will also be used as an example to scaffold activities and facilitate engagement from 
students at other institutions either as an e-learning task within their own programme, or as an extra-curricular activity. 

Semiautomatic Marking of Legal Exam Papers  

Erich Schweighofer, Andi Rauber 

 Legal studies should not only focus on knowledge transfer but also on the training of the skills of proper legal writing. 
At University of Vienna Law Faculty, we teach about 20 major legal disciplines from Roman law to civil law, criminal 
law, constitutional law, administrative law and legal informatics. In each of them, writing of about five short essays 
should (but not is!) be obligatory as part of homework or exams in order to provide for sufficient training. However, 
marking of 100 papers of each student (in a programme duration of about 5 years) – we have about 10,000 students – is 
illusory. In practice, we have even big difficulties in managing the hard core of assessing such papers, the written exams 
(schriftliche Diplomprüfungen). We face a tremendously high working load in marking of student exams. Such papers 
are still (badly) hand-written, in average about 8 pages long (sometimes much more) and often also poorly structured. 
Examiners, e.g. assistants, docents and professors, spend much time in interpreting the writing and marking the content. 
In case of exams of some importance, review procedures guarantee fairness of the exam and assure the quality of the 
marking. However, no sufficient resources are available for “minor” exams or even for assignments (e.g. homework of 
students). Thus, we propose a semiautomatic approach for marking of student papers in order to meet the goal of 
marking about 200,000 student papers a year. We take advantage of the work done by [de Mulder and van Noortwijk 
2004]. A rough estimate reveals that we mark about 20,000 papers per year now. It may be noted that this can be 
considered as a very good accomplishment given the small staff of the Law Faculty with about 60 docents and 
professors. However, the remaining gap of 180,000 papers is still enormous. Firstly, all papers have to be written with a 
word processor and handed in electronically. It seems to be slightly small-minded but even electronic texts are a major 
improvement considering the decreasing quality of handwriting of students. Secondly, docents and professors do not 
have to mark all papers themselves. A marking system can automatically identify and represent the linguistic structure, 
establish clusters of similar documents and support the examiner in marking the various clusters. Thirdly, the examiner 
should read about 5 to 10% of the papers of a cluster in order to determine the marking. In case of failure or excellence, 
a full reading of all papers may still be required. Fourthly, students will self-check the marking results with a standard 
solution. In case of a review, examiners have to read the paper themselves and check automatic assessment according to 
European law. The marking system consists of the following elements: checking of linguistic quality, computation of 
vector representations, clustering of vectors, attaching marking values to the various clusters. Checking of linguistic 
quality: Standard techniques of natural language processing are implemented for checking proper word use and 
grammar (e.g. a parser). Tools like GATE provide a nice environment for supported additional manual text analysis. 
Computation of vector representations: A paper is divided into units, e.g. an exam question. Segmentation is done 
automatically. Then, each unit is represented by three vectors: a vocabulary vector containing all words, a conceptual 
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vector with legal and factual descriptors and a citation vector with references to laws, judgments or literature. 
Specialised vectors require a knowledge base of good (and bad) legal and factual descriptors and references. In general, 
such information is already produced for the sample solution and has only to formalized for the marking system. 
Vectors are clustered as such but also as a “super vector” containing all vectors. Clustering of vectors: The vectors are 
clustered with Self Organising Maps (SOMs) that provide fine-tuned systems for automatically clustering texts but also 
delivering cluster descriptions. Attaching marking values to the various clusters: The examiner marks the papers, not 
the system. A sample of 5 to 10% of the papers is selected for manual reading according to statistical principles. Based 
on the evidence of sufficient similarity of the cluster, the examiner decides on the proper mark of a cluster. In order to 
allow an easy handling, an SQL database supports the marking environment. In particular, the database takes care of 
automatic uploading of marks for the various parts of the exam, consolidating them, giving the final mark for the paper 
and producing a documentation of reasons. Further, standard visualizations are available, too. At present, the prototype 
of the system is to be finished. From November 2009 ongoing, tests circles are planned for exams in international law 
and legal informatics in order to get proper feedback. If these tests are successful, an extension to other domains is 
envisaged. Further, the launch of an extensive discussion on a general deployment of such a system for marking of 
student papers is considered.  

References De Mulder, R. V./van Noortwijk, C. (1994): A System for Ranking Documents According to their 
Relevance to a (Legal) Concept, in: RIAO’94, 733-750 Schweighofer, E. (2002): Legal Knowledge Representation, 
Automatic Text Analysis in Public International and European Law, Kluwer Law International, Law and Electronic 
Commerce, Volume 7, The Hague 1999 Schweighofer, E., Gottfried Hanneder, Andreas Rauber, Michael Dittenbach 
(2002): Improvement of Vector Representations of Legal Documents with Legal Ontologies, in: 5th International 
Conference on Business Information Systems, Poznan, April 2002 (Proceedings on CD-ROM)  

Search Engines and Finding a Threshold Test for Plagiarism    

Pheh Hoon Lim   

Nowadays, using electronic search engines has replaced visiting libraries for information allowing in-print, out of print 
and orphan works to be conjured up from cyberspace for ready perusal. Such “allowed” borrowing of content on the 
internet has created a whole new cut and paste culture making it easy for writers to freely download materials and mix 
and match during the creativity process. On the other side of the coin, copying and plagiarism, which might have been 
rife but were more difficult to track in a hard copy world of text and books, are becoming easier to detect. The 
substantive legal test as to whether copyright has been infringed has not been much affected by the sheer ease of 
copying digital material; it still remains to be assessed whether a substantial amount from a particular work has been 
copied, whether the quantum is gauged qualitatively or quantitatively. Plagiarism, however, has never been subject to a 
comparable substantive test probably because on its own it does not give rise to any legal action. A charge of 
plagiarism, however, is not without its consequences. Persons denounced as plagiarists are subjected to sanctions 
(severe in many academic environments) and social stigma. A recent example is the furore in New Zealand involving 
Witi Ihimaera’s latest published piece of historical fiction, The Trowenna Sea. This incident highlighted the finely 
tuned forensic role that search engines such as Turnitin and Google now play in today’s knowledge society in both 
compiling and unearthing historical memorabilia from all kinds of sources and historical eras. At the same time, every 
act of reusing a ‘free’ historical fact or picturesque turn of phrase without fastidious attribution runs the risk of being 
detected and negatively publicised. It demonstrates the need for a clearer answer for writers, academics and students as 
to what is acceptable and what is not even when one borrows and builds on material in the public domain. Search 
engines undeniably play a useful forensic role but have brought to the fore an urgent need for new and clear standards 
of good practice. Bearing in mind that search engines are heuristic devices, technology aids the plagiarism detection 
process only to the extent of helping to determine a set of experience-based rules for optimal solutions. While efficient 
controls are needed at the same time, the process should be thought out on the basis that it remains open to an aggrieved 
party to pursue a copyright claim if any borrowing (attributed or otherwise) amounts to a “substantial part” and 
infringement. In this paper, the author first explores the nature of plagiarism and its intersection with copyright 
infringement and then tackles three related issues. The first looks at whether there is a need for a threshold test for 
plagiarism in terms of the quantum of unacknowledged borrowing that might be permitted before a plagiarism alert is 
triggered, and whether the test applied could be the same as copyright’s infringement threshold, namely substantial 
taking (whether that be assessed quantitatively or qualitatively). The second is based on the assumption that there 
should be a standard and questions the appropriateness of allowing technology to nudge the knowledge society towards 
greater accountability and zero tolerance for borrowing. From a purely pragmatic point of view, were it to become the 
norm to avoid a claim of plagiarism that all writers must attribute each and every descriptive snippet of information they 
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reuse literary works in future might become overbalanced with more footnotes or endnotes than text. The third issue 
relates to whether students and academics should be held to a higher standard (effectively zero tolerance) than other 
writers such as journalists, political speech writers or historical novelists. *Senior Lecturer in Law, AUT University, 
New Zealand.  

From isolation to inclusion: An exploratory study in providing online legal 
advice for older people  

Subhajit Basu, Joe Duffy  

Older people have been perceived as requiring support with regard to legal and soft law advice but they have also been 
that part of the population which is the least internet enabled. With the development of eGov, it is clear that there are a 
number of developing issues which merit study in this area. By virtue of their advanced years, older people have greater 
need for legal advice in areas such as substitute decision-making, wills, care agreements, and matters relating to their 
health. We report the findings of an empirical project on access to legal advice for older people in Northern Ireland, the 
findings from which have wider applicability. In this research, we found that there are a range of issues preventing older 
people from accessing proper legal advice. These include a general reluctance to engage with the legal system as a way 
to enforce their rights through legal processes. The project also sought information on usage of new technologies among 
older people as a way of addressing their legal advice needs. Whilst our study has uncovered some examples of 
individualised good practice on the part of some service providers, we suggest that there are substantial failings in 
information provision for older people. The consistent theme emerging from our consultations with older people 
relating to their accessibility to legal services depicts an alarming representation of fear and mistrust, cost factors, 
unwillingness to complain and genuine feelings of uncertainty about many aspects of law significantly impacting on 
their lives. Nevertheless, we also found that the development of an on-line internet tool has the potential for positively 
assisting older people with legal issues. In this aspect, our research revealed encouraging comments older people, 
confident in using the internet, about the contribution of the internet as a mechanism for meaningfully helping with their 
legal problems. The capacity for the internet to provide basic legal information in this way for older people is largely 
untapped and it would appear that not enough work is being done with older people to generate awareness regarding the 
use and possible benefits of the internet as a legal tool. There is also a continued need to support older people in key 
aspects of this such as accessing and acquiring the skill to use technology and addressing their apprehensions towards 
technologies. The implications of the findings from this research indicate that the social policy goals of empowering 
older people will be increasingly difficult to realize without the improvement in access to legal services more generally. 
Although the research was carried out in Northern Ireland but we believe that the findings have much broader 
implications and hence the paper adopts a European-local orientation.  

Law under construction: teaching a new vision of law to Mexican legal 
community  

Panagia Voyatzis, Burkhard Schafer  

A context where the rule of law is still under construction is characterised by a high degree of unsettledness of concepts 
and practices. In the last two decades, Mexican legal system has been widely reformed by the Congress in order to 
enforce the rule of law, but most of the concretisation of meanings and practices has been done by means of the -
recently developed- system of judicial precedents. The Mexican legal community, used to single authoritative legal 
references and new to the technique of selecting law according to criteria of relevancy, is facing an overload of 
precedents that undermines law. In this presentation we will address this problem from an educative perspective; we 
will propose a way to help the Mexican legal community visualise law under construction and not as single 
authoritative source, introducing them to the criteria to select relevant legal precedents. 
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The Virtual Solicitors' Office - Using a Virtual World to Support a Student's 
Learning Experience  

Sarah King, Angela Kerry  

This paper reflects on a continuing project to develop an on-line learning resource – a virtual solicitors' office – to 
support the learning of postgraduate students at Birmingham City University. Tutors on the Legal Practice Course at 
Birmingham City University have developed a curriculum model based on the Kolb model (1984), linking theory and 
practice. E-learning has been used to support this process. Lectures have evolved into sessions where key concepts are 
delivered in a variety of ways, combining traditional information transfer with audio lectures to download, interactive 
questions and answers and on-line formative quizzes to consolidate learning. Students have taken this knowledge and 
applied it to practice based learning in the classroom, engaging in realistic case studies, based on real legal issues and 
practising legal skills of research, drafting, interviewing and advising and advocacy. One of the challenges facing tutors 
has been how to inject realism into the experiential learning that our students undertake and how we can provide the 
concrete experience that forms part of the Kolb learning cycle. We have created paper based case studies but these are 
generally an inadequate means of representing the concerns of a client, and neither do they engender in a student the 
same reaction as a visual representation of a client who is concerned, tearful or angry. In 2008/9 we began a project to 
develop a virtual solicitors’ office, inhabited by real people dealing with real clients based on realistic case studies. 
These case studies have been captured on video using ''green screen technology'' and then situated within a three 
dimensional immersive environment in appropriate contexts. The virtual office is part of a larger virtual town developed 
by Birmingham City University and is an open access web based resource available both to students and the wider 
public. The web-link taking you to the office is at: http://www.shareville.bcu.ac.uk/resources/solicitors/solicitors.html 
Materials for academic year 2009/10 have been adapted to integrate use of the virtual solicitors’ office into the students’ 
learning experience. Ongoing evaluation is taking place to assess the impact which the new resource is having on the 
student experience and we aim, in the longer term, to follow our students into practice and research the impact which 
the virtual office has on their early careers. This paper will set out the progress made so far and discuss the results of 
our early evaluation and its impact on the development of our project.  

Simshare: Open Educational Resources in Simulation Learning   

Paul Maharg, Karen Barton   

This session will discuss global OER initiatives and will present the Simshare interface which allows the sharing of 
simulation resources and the creation of a community of practice around simulation learning. The majority of the 
resources currently come from legal education. There is a developing literature (e.g. Koohang & Harman 2007 and 
Hodgkinson-Williams & Gray 2007) and a developing strategic literature (Downes 2007) around high profile OER 
projects (e.g. MIT’s Opencourseware Initiative and the Open University’s OpenLearn projects). But it could be argued 
that while major initiatives such as these are necessary to show the possibility, the use of and the ongoing viability of 
OER projects, there needs to be more of a ground up approach between staff in various institutions, and for specific 
pedagogic and disciplinary purposes. This is already happening in some areas of the world (e.g. the Japan OCW 
Collaboration Group) but much more is needed. Our project, funded by JISC and HEA and led by UKCLE, focuses on 
providing OER to facilitate the use of simulation and related approaches to learning. Simulation is a powerful and 
innovative form of teaching and learning. The benefits include situated learning, active learning, the embedding of 
professional work patterns and practices in academic programmes, the enhancement of professional programmes, and 
the creation of more authentic tasks and deeper student understanding of symbolic thinking as well as of professional 
practice. A number of simulation techniques and engines exist that can be used in HE (largely commercial, though there 
are open-source versions). However the full-scale development of a body of widely shareable and re-purposable 
educational content amongst simulation designers and users has been to date almost non-existent. This has had serious 
consequences for the uptake of simulation as a form of situated learning; for whilst the power of simulation as a 
heuristic is widely recognised, so too is the effort required by staff to create and resource simulations. Building on the 
success of the recently-completed SIMPLE project, and going beyond it, this project aims to show how an HEA subject 
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centre can help the education community to develop and share the resources required for the creation and use of 
simulations. The project aims to create a community of practice to form around simulative approaches to learning by 
helping staff and users to create, use, evaluate and re-purpose simulations much more effectively than would have 
otherwise been the case. Our session will examine the background, some of the highly complex issues surrounding the 
concept of OER, and will present the case for the development of open educational simulation resources within our own 
and other disciplines.  

ICT for Networking Research and Education Communities all around Europe: 
Towards an Electronic Platform of European Law  

Daniela Tiscornia, P. Rossi    

This project originates from the several initiatives of scholars from across the Europe aiming at highlighting principles, 
definitions and model rules on European law. During the past years, different projects have been elaborated on the basis 
of a comparison of all national laws of the Member States and of Community law. Various research teams are working 
on European public law as well as private law. The results already achieved are significant, in particular in the field of 
contract law where a Common Frame of Reference has been recently published. Within the activities carried on by 
these teams, a wide awareness is emerging about the relevant role that ICT can play in supporting the analysis of legal 
sources and in the setting up of a solid and shared methodology for mapping and distinguishing, i.e., comparing legal 
concepts at European dimension. On the technological side, it is widely recognized within the ICT and Law Community 
that the ontological approach provides innovative and powerful tools for the conceptual modelling of legal phenomena, 
for reasoning on them, for structuring and storing multilingual contexts and evidence. The idea underlining the present 
proposal is therefore to adopt the ontology-based approach for building a computational framework where a synthesis 
of the results of the several research groups can be implemented, allowing coherent links to be established between 
linguistic sources (contexts) and local (national) concepts, and a shared conceptual reference model can be clearly 
represented and discussed. Trough a collaborative platform the content will be dynamically populated by multilingual 
concepts extracted from legal sources, by the reference documentation and by scholar contributions: within the formal 
architecture the reference ontology will act as a backbone, to which multiple perspectives of the same core elements can 
be mapped and enriched in a consistent way by local properties extracted from national sources The final goal of the 
proposal is to adopt the above described system for the implementation of e-learning tools for enhancing legal education 
at European dimension. The process of an Europeanised legal education is a fascinating goal, that poses to Law 
faculties serious questions of how this can be better organised than has been done thus far. If Europe (in whatever legal 
form) adopts even more uniform laws and these are kept up to date, then parallel law courses using the same texts at a 
significant number of European universities should be adopted. Common modules the course content of certain courses 
requires alignment and where it is still lacking, common step-by-step development. Along with a corresponding 
alignment of course options, the steps to obtain this should include (existing and newly established) exchange 
programmes, scholarships, lecturer exchanges etc., whereby particular attention could be given to gender and other 
equal opportunities aspects. The purpose of a transnational common platform will provide either the access to common 
building blocks for teaching and an open space for discussion. Currently, the main project tasks are addressed to: 1) the 
setting up of methodological solutions aimed at translating the “knowledge units”, collaboratively defined by legal 
experts into e-learning objects; 2) the enrichment of uniform e-learning objects with national, monolingual contents, in 
order to customise teaching activities according to national legal systems (for instance, the concept “ pre-contractual 
duties” could be linked in the UK version to “ fair dealing” (and related House of Lords judgements, case law and 
doctrinal comments), while in the Italian version could be linked to “good faith”, pre-contractual agreements, and the 
related normative sources and case-law.)  
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E-LEARNING AT VIENNA UNIVERSITIES 
 

E-Learning at the University of Vienna  

Seyavash Amini 

[Will be distributed at the Conference] 

E-Learning at the Faculty of Law, University of Vienna   

Christian Stadler 

[Will be distributed at the Conference] 

E-Learning at the Vienna University of Economics and Business 

Bernd Simon 

The paper discusses critical success factors of electronic learning environments. A general effectiveness model is 
sketched. A university e-learning project is used as an empirical case study. The study revealed that motivation and 
media preferences of the learners, content quality, system reliability, and usability significantly influence the success of 
the learning environment. Learners’ information technology know-how, innovativeness as well as previous e-learning 
experience have not been critical for project success. 
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LEGAL ISSUES OF E-LEARNING 

E-education and the applicable legal framework   

Maria-Daphne Papadopoulou   

E-education plays an important role in improving access to knowledge for the present and the next generation society. 
New and emerging technologies give the possibility to educators to reach individuals and communities in numbers and 
in manners that were in the past unimaginable. Public-private partnerships between corporations, NGOs, and 
government officials are helping to bridge the technological obstacles to the spread of knowledge and educators are 
beginning to take advantage of these routes of information flow. Nevertheless, capacity without content is useless; e-
education involves -if not always at least in most of the cases- the use of pre-existing copyrighted works. The “e-
educational institution” has two options: either to seek license from the copyright owner or to rely on the existing 
copyright exceptions or limitations. Obtaining license though is not always easy due to difficulties in locating the 
copyright owner, due to the unreasonable process or terms and due to delays in getting a timely response. On the other 
hand it is questionable whether the existing limitations or exceptions do cover all the uses of the copyrighted works 
during -or for- the e-educational activities. The aim of this paper is to present the relevant copyright exceptions or 
limitations and to analyze whether and to what extent these copyright exceptions, designed for the “analogue” world 
and for the traditional “face-to-face” education could be also applied in the digital world and in the “e-education”. The 
analysis will not be restricted only to exceptions and limitations specifically designed for education purposes but it will 
cover also others that they can be used in this regard, such as the quotation exception and the exception in favor of 
libraries. Most importantly the three-step-test will be scrutinized in order to be decided whether the limitation for “e-
educational” purposes could successfully pass it. Basis for this analysis will be the international and the community 
legal framework, and some selected national laws. We will focus on the Berne Convention, TRIPS, Rome Convention, 
WCT and WPPT and regarding the community legal framework, the paper will try to discover relevant provisions in the 
Information Society Directive, in the Computer Program Directive, the Database Directive and the Rental and Lending 
Directive. Exploring the issue of the relevant exemptions and limitations mention will be made to the technological 
protection measures that are applied to copyrighted works. Moreover, we will focus on the troubling issue of applicable 
law, i.e. what law it will be applied, when a number of countries are involved in the e-education projects, as it is usually 
the case. Finally, the question of contractual overridability will be explored, i.e. the intersection between contractual 
agreements the exception for e-educational purposes. 

Science and Copyright: An unresolvable conflict of interests?    

Walter Scholger    

While free access to sources and results of scientific research is generously funded within the 7th EU Framework and 
finds further expression in the building of the European digital library "Europeana", the practical implementation of the 
stipulated "free access to knowledge" presents Austrian universities with considerable problems, due to the 
inadequacies of Austrian Copyright Law in the new media sector. At the Center for Information Modelling in the 
Humanities at the University of Graz, content from different scientific disciplines is being digitally edited and published 
as part of a long-term digital archiving project. Where source material is owned by the university or an individual 
researcher, or the specific retention period has expired, "Creative Commons" or the "Access to Knowledge Movement" 
present increasingly popular and accepted ways of provision. In the   field of digital online publication (§ 18a UrhG) of 
teaching and learning materials, however, conflicts arise that can not be satisfactorily (i.e. in compliance with legal 
requirements) solved by means of free licenses (§ 42 UrhG) or references (§ 46 UrhG). Within the scope of two 
associated projects aiming at the collection and publication of learning material for bachelor students, we – in 
cooperation with relevant legal and copyright experts from the University of Graz – developed a model that tries to 
meet the requirements of both the educational interests and obligations of the university, as well as the Austrian 
copyright law, which we would like to present to and discuss with an expert audience in the context of this contribution.  
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FUTURE E-LEARNING STRATEGIES IN EDUCATION 
 

Some initiatives in technical education intend to encourage teachers und schools to use e-Learning and Web 2.0 
opportunities in a creative and didactical way. So does "FutureLearning" for Austrian schools. Key aspects of the 
initiative are: 

Future Learning and Mobile Computing   

Christian Dorninger   

Promotion of Individualisation and new forms of learning: Using learning arrangements with social software (Wikis, 
Weblogs, ePortfolios, Learning Communities) promotes new ways of gathering and sharing knowledge in group, 
partner and individual work. 
Promotion of Gender Mainstreaming, eInclusion, equality of educational opportunity 
Promoting Individualisation und different ways of learning, reducting of barriers for all special target groups; safer 
internet use; offers for adult learners and employed  
Innovative use of "Communication Machines" for mobile Learning 
All electronic devices like laptop, subnotebook, netbook, communicator, classmate-PC, PDA and webphone could 
become a "Communication machine" for mobile learning! 

eSkills and the European School Net  

Bernhard Racz    

eSkills (http://eskills.eun.org/) 

The e-Skills Week campaign aims to raise awareness of the growing demand for highly skilled ICT practitioners and 
users within the industry. This EU-Project is also integrated in the Austrian educational system. 

IT-Certificates in education   

Gerald Futschek  

ECDL and other IT-certificates in Schools: 

The Austrian Computer Society supports the continuous development of ICT skills through the use of structured 
training and certification programmes Within ECDL@schools about  20.000 certificates per year  are issued in Austrian 
schools. 
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Bildung.at - Centralized IT-Services for Austrian Schools   

Thomas Menzel    

Technical Background of the FutureLearning Strategy 

This part gives an overview about the technical components (e.g.: eLearning-Portals, Content-Providing, LMS, Digital 
Rights Management, Centralized Repositories for distributed eLearning-content, edu-net broadband connectivity for 
schools), which are provided by the Ministry of Education for all Austrian schools. 
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GENERAL ASPECTS OF IT LAW 
 

Digital Lives: Law and the Preservation of Personal Digital Archives 

Andrew Charlesworth    

Unless individuals are given the tools to preserve their own digital collections, future historians will have only 
secondary sources like textbooks and newspapers to tell them about the past. Our sense of history will be spotty, flat, 
biased, and unverifiable. [from the The Rogue Librarian blog, formerly at <roguelibrarian.com>] A teenager uploads 
her photographs from a party to Facebook to show to her friends. A new parent creates a webpage to celebrate the birth 
of their baby girl, with photos of the child and of the gifts received, and scans of cards and letters of congratulation. An 
author collects and stores her e-mail correspondence on her computer, along with the digital notes and rough drafts of 
her short stories. A student adds a file on her career plans and goals to an ePortfolio system. A young filmmaker creates 
short films about his home city and posts them on YouTube. A computer scientist runs a project to capture a wide range 
of electronic data about his life, recording his surroundings and interactions via ‘always-on video’, collecting his varied 
digital communications (blogging, twitters, e-mails, texts, phonecalls etc.), scanning his paper-based interactions 
(letters, faxes, notes) and saving all his other digital outputs, (notes, photos, papers, draft chapters etc.). Each of these 
people is a small part of the explosion of digital content that is being continuously created (and sometimes destroyed) 
every day. The fetters of ‘storage space’ have largely been broken by the exponential growth in the capacity of digital 
storage media and the plunging cost per megabyte. The 40 megabyte hard disk drive of a PC in 1991 cost roughly £5 
per megabyte; the 1 terabyte (technically, 931 GB of actual storage space) external drive that may hold a user’s data 
today cost £160 in 2007, and similar drives today cost about £80. The same £5 today (leaving aside inflation) will now 
buy a user 58 188 megabytes.   

This increasing ability to retain digital data over long periods raises a wide range of questions, both for individuals 
creating personal digital archives (PDArcs), and for organisations, whether publicly funded and commercial, that seek 
to host and archive such collections. This paper, based on the AHRC Digital Lives Project research, considers the legal 
and ethical implications arising from the retention and potential future use of PDArcs by third parties, in particular how 
the ethical position regarding the creation, archiving and use of personal collections has become less clear-cut as norms 
about information creation, transfer and use have been influenced by public perceptions of the benefit and value of 
sharing. This, in turn, has implications for public perceptions of the role of law in regulating such sharing. It is clear that 
there is potential for collision between the law and public expectations in several areas, notably those of intellectual 
property, and privacy and confidentiality. Archives and repositories will need to consider strategies to avoid becoming 
embroiled in legal actions, and to steer a path between public expectation and private opprobrium. This paper will 
endeavour to suggest some strategies for addressing both legal and ethical issues, within a pragmatic framework that 
permits repositories the widest opportunity to exploit the growth of the PDArc, whilst respecting those public values 
that both laws and ethical principles have attempted, if not always successfully, to protect. The Digital Lives Research 
Project is designed to provide a major pathfinding study of personal digital collections. The project team is drawn from 
the British Library, University College London and University of Bristol and funded by the Arts and Humanities 
Research Council (AHRC), Grant Number BLRC 8669.  

Is Digital Identity Property?  

Clare Sullivan  

As dealings previously conducted in-person are replaced by dealings conducted without any history of personal 
acquaintance, and frequently without personal interaction, digital identity will assume a crucial role in most, if not all, 
commercial transactions. This article examines the legal nature of the concept of digital identity created by the Identity 
Cards Act 2006 (UK) to determine whether it has the characteristics of property. The article analyses the function and 
legal nature of an individual’s registered transaction identity under the National Identity Scheme which is currently now 
being phased-in to the United Kingdom. The rights and duties of the individual, and of others, in relation to an 
individual’s registered transaction identity under the scheme are considered to determine whether that identity is 
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property which can be owned by the individual and which should be protected by law The analysis and findings are 
relevant to the United Kingdom and to other jurisdictions which have similar national identity schemes, and to countries 
like Australia which are likely to establish such a scheme in the near future.  

Entrepreneurship, innovation and law – how to deal with the future?  

Pieter Kleve, Richard De Mulder 

Entrepreneurship, innovation and law are closely related. By means of regulation, governments and international bodies 
try to stimulate and control the development and application of new technologies. Examples of these kinds of law are 
intellectual property law, competition law, regulations for financial subsidies, regulations for tendering and rules 
concerning prohibition or regulation of new technologies (in a variety of areas such as cloning organisms, encryption of 
data and genetic manipulation). In the first part of the paper, the principles and the impact of these kinds of regulation 
will be explained. Furthermore, some theoretical principles of technology will be dealt with. Finally, attention is paid to 
the role of management in innovation and entrepreneurship. Entrepreneurship is not the same as management. An 
entrepreneur creates things; he/she “innovates”. To be an entrepreneur means to have vision, to enroll people, to deal 
with breakdowns and to create breakthroughs. This is not to say that management is not important, but it has to do with 
meeting targets and exercising control rather than with vision. Law plays a similar role as management. It provides 
instruments for management, for example of intellectual property rights, while in other cases it might inhibit or facilitate 
innovation. Generally, knowledge about management, law or even technology does not mean that people will be 
entrepreneurs who can provide leadership in innovation. In the final part, a new model for leadership, the “ontological” 
model of leadership (Jensen Zaffron Erhard and Granger, 2009) is presented. This new model, sometimes put forward 
as the new paradigm for performance, is different from earlier models. It is meant to give access to being a leader rather 
then to describe characteristics of successful leaders or other “peripheral” aspects of leadership.  

Taxing web advertising revenue, Cyber-fantasy or fact?   

Konstantinos Siliafis    

In the French Government Report entitled Creativity and the Internet amongst other proposals there is the suggestion of 
levying tax on the web advertising revenues of search engines, such as Google as well as other web sites like Facebook, 
as well as companies like Microsoft and AOL based on the use of their services in France. The French Government 
suggested the tax as an attempt of finding new sources of income and especially for assisting the establishment and 
development of local artistic culture in France. The income likely to be generated as a result of levying the said tax has 
been approximately calculated at million, at the rate of 2% of the web advertising revenues of the companies mentioned 
above, which will significantly assist the French government in creating a substantial framework for helping artistic 
values and protection of copyright. The current economic climate presently provide s a valid basis for Governments 
worldwide to try and generate more income and Internet is an area perceived as under taxed. The proposed rate of 2% 
has been noted at the report as being “miniscule compared to Google’s overall revenue in Europe” and that is possible 
not far from truth. But it does raise some issues of concern; mainly as the Internet is not limited within one jurisdiction 
and the aforementioned companies are active globally. There are the concerns of calculating and collecting tax, as the 
report suggests the levy will only be on the revenue relating to activities within France, and that comes at a time when 
“cloud computing” seems to be constantly developing. The question also is whether other countries are going to follow 
on the same direction; if they do, the 2% will be more in total and the companies may consider because of the 
increasing burden to transfer to lower-tax or no-tax zones. Also, the cost will almost surely be attributed to the end-user 
and that can mean provision of certain free services online will cease, creating an obstacle to a more approachable and 
friendly internet . This paper will discuss the initial question of taxing internet and to what extent can it be efficient 
without hindering the operation of the web. The French report is suggesting a measure that will not only be relevant to 
their jurisdiction but the wider EU and even out of the European boundaries. It can open the floodgates of e-businesses 
being severely taxed and the danger of multiple taxation seems possible. The paper will try to present that perhaps it is 
now the time, considering the unhealthy financial predictions, to consider the development of an international consensus 
on the matter of internet taxation in order to assist the further development of internet . Also the bigger question of how 
far and how should we regulate the operation of Google and other major companies within cyberspace? These 
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companies should be used for their expertise as contributors to governments in regard to the issues of online regulation 
and especially a complicated one as internet taxation.  

Have one’s cake and eat it - EU hybrid approach to ICT standardisation   

Laíse Da Correggio Luciano, Roksana Moore   

Information and Communication Technology (ICT) is a major driver of competitiveness and represents one of the key 
industrial sectors of the 21st century. In 2007 the European ICT industry had a turnover of € 670 bn and accounted for 
over 5% of total employment in the EU. European ICT needs sound framework conditions to fully contribute to the 
growth and jobs agenda and in this context standardisation plays an important role. Moreover, as ICT tools are used in 
all economic sectors, an effective EU ICT standardisation policy can encourage the faster uptake of new technologies 
and applications thereby contributing to the competitiveness of the European economy as a whole.” The above forms 
the basis for the redirection of ICT standardisation at a European Union (EU) level. The EU has a regulated framework 
for standard setting, with the appropriate European organisations bound by EU policy. Nevertheless, Europe has not 
managed to deploy this framework into ICT standardisation, even with a review of standard setting at a European level. 
The United States has been at the forefront of ICT standardisation, their approach has meant that standards could be 
passed much more quickly in a manner that would be difficult under European policy. This unregulated process has 
seen consortia led ICT standards, a complicated culture that is very different from the European process. The 2009 
Commission White Paper recognised the importance of the role played by informal standardisation groups in 
responding at an adequate pace to the fast changes in the ICT sector, and considers the steering of EU policy to 
recognise this mode of standardisation. This paper begins with a review of standards and the different standard settings 
processes as necessary to understand the background to this topic. In addition an overview of ICT standardisation is 
provided, along with details on the current state of play, which is predominately consortia lead. A chronological account 
of EU standardisation then follows, which can be summarised as a   continual string of deregulation, and includes 
developments from the Old Approach, New Approach, the New Deliverable system and the recognition of informal 
standards as EU standards. Along with the background and analysis of EU standardisation the new directions will be 
analysed, with the most fundamental of these being the recognition of consortia standards. Finally this paper concludes 
with an assessment of the potential consequences of the deregulation of standardisation, which is anticipated to be the 
catalyst for ensuring EU competitiveness.  

Looking at it through the Lens of Human Rights: A Critical Analysis of the 
Regulation  of Interception of Communications Act (RITA) Bill, 2007 of Uganda 

Ronald Kakungulu-Mayambala   

Like most African countries and the world over, Uganda has legislation on combating terrorism and armed rebellion – 
the Anti-Terrorism Act (2002) which among other things provides for wire tapping in Uganda. However, in a bid to 
operationalize this legislation, the Government of Uganda sponsored a proposed legislation – the Regulation of 
Interception of Communications Act (RITA) Bill of 2007. Both the Act and the Bill give the power to authorize a 
wiretap to the Minister responsible for security. The analysis in this paper centers on the kind of model Uganda should 
adopt in relation to the authority to wiretap. In other words, in this paper, I interrogate the question of whom and/or 
which institution should have the power to issue a wiretap for security reasons in Uganda. National security is a very 
relevant topic and so is wire tapping for security reasons. It is thus very interesting to discuss how a developing country 
like Uganda is handling such a sensitive topic. The world over, wire tapping is one of the core means of gathering 
sensitive national security information as much as the wire tap also has implications on the right to privacy. Various 
jurisdictions have adopted difference models, on how to handle issuance of wire taps. The main paradigm is to either 
have the security agencies apply to court for the authority to issue a warrant to wire tap or for the Attorney-General to 
authorize the wiretap with the option of the aggrieved party to appeal to court against such an executive decision. In 
other jurisdiction, the Minister responsible for security may also authorize a wire tap. Each of the three models 
presented above on how a wiretap may be authorized presents different implications especially in the perspective of a 
developing country like Uganda. In this paper, I explore all the possible avenues through which the authority to wiretap 
may be given, juxtaposing it with the legal, socio-economic implications each of the models has for the realization of 
the right to privacy in Uganda.
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E-GOVERNMENT  
 

Modelling the Legal Rule Set in an Ontology and Process the Rule Set by the 
OsSso Machine   

Josef Makolm, Doris Ipsmiller  

The aim of the VCD is to provide a virtual container for the certificates (authorization, reliability and ability) of an 
economic operator in an e-Procurement process. The VCD enables an European access to national tendering processes 
by facilitation and simplification of a transnational tendering. Essential for the implementation is the holistic 
consideration of interoperability on the legal, organizational, semantical and technical layer.  

e-Procurement in Scotland: The Scottish Contribution to the PEPPOL Project  

Steve Murray  

The Scottish Government will present a case presentation on how we are meeting the i2010 target for 100% availability 
and 50% use of e-procurement with a management view on the learning points and challenges in getting there. --> 
should be presented in the same session as paper 69 (The Ontology as Basis for e-Government Transaction-Systems: 
Modelling of the Legal Ruleset in the PEPPOL-VCD Project)  
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E-JUSTICE  
 

Conceptual analysis of documents as a contribution to measuring the reliability 
of eyewitness statements. Can eyewitness testimony be counted on?  

Richard De Mulder, Kees van Noortwijk  

This is a question that has been asked repeatedly in the past, that has caused lively debates and that is still extremely 
relevant for the practice of justice. The “Innocence Project” in the United States has shown that hundreds of 
convictions, based on eyewitness statements were untenable in the light of modern DNA evidence. In the “Eyewitmem” 
Project (funded by the European Commission in the 6th Framework “Measuring the Impossible” Program), an 
international group of psychologists and legal AI experts accepted the challenge of having to create a measurement 
technique for the reliability of eyewitness statements. The reliability of eyewitness statements is related to the fallibility 
of human memory, as an imperfect capturing device of a past reality. Given that the legal system is dependent on this 
device to gain information about that reality, it is critical to be able to assess the reliability of this device in particular 
cases. Yet, police investigators, judges and jurors have only subjective intuitions and naïve theoriesoften misguided- of 
memory, to guide their estimates of the extent to which what a witness reports from memory is accurate. The 
Eyewitmem Project will help legal practitioners replace or supplement these intuitions with objective, quantitative 
methods of assessing whether a particular memory report is accurate or faulty. Better means of evaluating the reliability 
of witness testimony will help judges and juries reach better verdicts, with clear societal benefits. At the same time, the 
advances in knowledge and measurement procedures that aid forensic and legal personnel in evaluating the reliability of 
witness testimony will also contribute to the enhancement of that reliability through the development of more effective 
methods of eliciting information from witnesses. These benefits may be reaped outside of the legal system as well. The 
following elements are investigated in the project: * Developing and refining a Quantity-Accuracy Profile (QAP) 
methodology to assess cognitive and meta-cognitive components of potential memory performance. * Developing a 
quantitative (AI-based) measure of overall memory correspondence. * Examining the neuro-physiological (brain) 
correlates of accurate and inaccurate remembering. * Adapting and refining content, phenomenology, and behavioral-
based methods for distinguishing accurate from inaccurate memory reports. * Developing and validating integrative, 
multi-dimensional and multi-componential models for assessing the accuracy of eyewitness testimony. In the paper, 
these elements are explained. The role of the AI based conceptual analysis of documents as a part of the multi-
componential model is presented in a more detailed way.  

Introduction of "Data Boxes" in the Czech Republic - Early Experiences   

Michal Koscik   

The introduction of “data boxes” are rightfully perceived as a revolution in the public administration of the Czech 
republic. The main idea behind the “data boxes” was to introduce new means of electronic communication, which 
would have priority over the communication via “post mail”, to the public administration. The law on Electronic acts 
and authorized conversion of documents established a “Data box”, a quasi-email address, for each public authority and 
vast majority of legal entities in the country. Data boxes for natural persons and sole traders were not established by 
law, however their personal data boxes are activated for free on request. The new law obliges all public authorities to 
communicate between each other exclusively via the data boxes and to deliver all official documents, such as notices, 
administrative decisions and judicial decisions exclusively via the system of data boxes, in case that the recipient of the 
document has an active data box. The most significant consequence of this is that every administrative or judicial 
decision sent by post can be refused by its recipient without becoming legally effective. Hence the authority which will 
not master the delivering through data boxes will practically lose it capability of issuing binding legal acts. This 
significant change in the delivering official documents is accepted enthusiastically among some academicians and 
politicians, however many experts raise their concerns about low security standards and even predict the breakdown of 
the whole system. After the trial period of six months, the whole system is supposed to be fully functional on 1st of 
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November 2009. My paper will focus on the practical experience, problems and child diseases that had to be and will 
have to be overcome to introduce the data boxes into practiacal operation. Technical, legal and economic problems that 
arose will be analyzed from three points of view: • Judicial authorities’; • Central government authorities and local 
authorities; • Businesses  

 

E-Justice initiatives in EU and some Hungarian remarks    

Balogh Zsolt György    

e-Justice is a specific field under the more general umbrella of e-Government. e-Government refers to the application of 
ICT to all administrative procedures. Existing expertise in secure infrastructure and document authentication projects 
must be mobilised. The European Commission intends to promote a European Interoperability Framework (EIF) within 
the IDABC programme. European work on eSignature and e-Identity is particularly relevant in the legal field, where the 
authentication of acts is essential.^ The e-Justice approach uses ICT to improve citizens' access to justice and to make 
legal action more effective, the latter being understood as any type of activity involving the resolution of a dispute or 
the punishment of criminal behaviour. If judicial systems are to be modernised, the further development of e-Justice is 
crucial. The European Commission has long encouraged the use of ICT to promote judicial cooperation. Since 2003, the 
Commission has developed the portal of the European Judicial Network in civil and commercial matters, and supported 
the creation of legal "atlases" for criminal and civil law, which enable professionals to identify competent legal 
authorities in the Member States. Similarly, the Commission has always encouraged the use of videoconferencing and 
the electronic transmission of acts between legal authorities and is actively involved in efforts to interconnect criminal 
records. The European Commission adopted a Communication “Towards a European e-justice Strategy” on 30 May 
2008. According to the document, e-Justice, including both criminal and civil justice, has a double objective. On one 
hand, it aims to create a European portal to facilitate access to justice by citizens and businesses across Europe. On the 
other hand, it is aimed at reinforcing judicial co-operation, on the basis of existing legal instruments. The European e-
Justice portal will provide for European citizens in their language practical information on judicial system and 
procedures. This portal aims to increase visibility and help in order to improve access to justice for European citizens. 
In particular, the portal will contain European and national information on victims’ rights in criminal cases, their rights 
to compensation, the fundamental rights enjoyed by citizens in each Member State, and fundamental principles relating 
to the citizen’s ability to initiate proceedings before a court in another Member State.  
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KNOWLEDGE SYSTEMS 

Re-entering the E-Conveyancing Matrix 

Martin Jones, Moira MacMillan    

Moves towards achieving the goal of facilitating electronic property transactions have been underway in a number of 
jurisdictions in Europe and further afield for over a decade (see for example Canada, New Zealand and the 
Netherlands). In addition to the efficiency and cost savings which this promotes, the changes have also been part of a 
wider political agenda to promote e-government. It also fits in with the vision articulated by commentators such as 
Susskind [1] who predict that the shape of the future legal profession will be determined by those who embrace such 
forms of ecommerce. Whilst much progress has been made in building the technical and legal infrastructure necessary 
for electronic conveyancing, it is true that the fully electronic transaction remains very much in the minority. Statistics 
available from the Registers of Scotland indicate that electronic registrations account for less than 5% of recorded 
property transactions [2]. This paper builds upon research undertaken by Glasgow Caledonian University in the earlier 
part of this decade by McKellar & MacMillan [3]that identified a number of elements which collectively go to form the 
e-conveyancing matrix within the UK. At that point in time, the Automated Registration of Title to Land (ARTL) which 
incorporates a public key infrastructure was being piloted in Scotland but it has now become fully live since March 
2008. The paper will assess the progress made towards the implementation and wider adoption of such a system of 
electronic conveyancing in Scotland. In particular, this paper will address a key issue posed by the earlier work: “It 
remains to be seen whether the profession will respond positively to this opportunity, given the reticence of many 
solicitors to embrace technology in general..” [4]   It will report the initial findings of a survey of solicitors in Scotland 
encompassing both those who operate within and outside the e-conveyancing matrix.  
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An Ontology-based Approach to Retrieve Organizational Knowledge   

Eslam Nazemi, Sepideh Mahdavi   

Nowadays, organizational knowledge has important role in every enterprise.This kind of knowledge is acquired from 
different resources and is arranged in high level of security and integration. In order to reach this aim organizational 
memory (OM) is used which is one of the most important resources in the enterprise. An OM stores and shares the 
organizational knowledge and simplifies the enterprise knowledge management. On the other hand knowledge 
extraction from OM is another challenge. Most of the enterprises attempt to find approaches that accelerate the retrieval 
process with high precision and related recall. In this paper, we propose a new kind of ontology-based semantic 
retrieval approach to retrieve tacit and explicit knowledge from OM, The proposed approach improves the precision and 
recall.  

Creating and Managing an Enterprisewide Electronic Discovery Department  

Eric Samuelson   
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As electronic discovery expenses increases, companies and law firms are starting their own e-discovery Department; 
however, they are unsure on it takes to implement or expand a e-discovery program; with an average of 305 pending 
lawsuits internationally, without properly strategies and knowledgeable leadership to manage the digital information in 
an investigative or legal setting; This lecture holds the to tools, detailed understanding, project management metrics, 
and management strategies for the success of the initiative and to properly managed to avoid risks and costly mistakes.  

Technical Rules and Legal Rules in Online Virtual Worlds 

Vytautas Cyras, Friedrich Lachmayer 

 The paper is devoted to the construction of a legal framework of an online three-dimensional virtual world. Here 
visualization and symbolization precede formalization on the way to construction and legal knowledge representation. 
Thus the visualization of virtual world issues can have a favourable effect on modelling, formal representation and 
implementation. The paper identifies the approach "From rules in law to rules in artefact". This is a kind of a trend in 
legal informatics. The rules are divided into classes, such as legal rules, technical rules, professional rules, reputation 
rules, energy rules, etc. A difference between legal rules and technical rules is addressed. In this paper the terms "rule" 
and "norm" are treated as synonyms. The modes of effect of rules are distinguished, too. As a result of the research, a 
symbolization of the conceptual framework is proposed. Then the concepts of the framework are examined. Third, a 
formalization of legal rules is discussed. The paper addresses an operational implementation of rules in virtual world 
software. The development tackles a virtual world platform within the FP7 VirtualLife project, which pursues the goal 
to create a secure and legally ruled collaboration environment. The paper presents a view to a virtual world as a whole. 
This view is depicted by the metaphor of stage. Thus a kind of visualization is obtained. It is a model, a symbolization 
of the conceptual framework of the virtual world. It is called "spatialization". The frame of a virtual world is 
constitutive. The entities comprise avatars, 3D objects, actions, rules, etc. The frame, "theatre", is established from the 
outset; it is not a subject for discussion. The avatars undertake actions and communicate. The actions are regulated by 
rules, which establish the regimes (paradigms) of a virtual world. The technical rules establish factual limitations. They 
cannot be violated. The legal rules, on the contrary, can be violated. However, you risk to be punished. Sanctions are 
determined by secondary rules. A (virtual) procedure, e.g. online dispute resolution, can be raised for violations. The 
modes of effect can be very different. A sanction can be raised randomly with a certain probability p%. The energy 
rules can be illustrated by security/trust rules and reputation rules. Rules can form different normative systems. Virtual 
world rules have different modes of effect or relevance such as "barrier", "occasional", "step-by-step", etc. An example 
of a barrier technical rule is a door. An occasional rule is, for instance, buying a ticket for a train. You can succeed to 
travel without the ticket if a conductor does not fine you. A step-by-step effect is characteristic to reputation and energy 
rules. Three legal stages can be distinguished: a legislative stage, a negotiation stage - the stage of the game, and a 
judicial stage. The legislative stage consists of two sub-stages. They serve respectively to produce legislative (general) 
rules and contract (individual) rules. A sub-stage of access can be distinguished within the stage of the game. The fact is 
that the people think in roles, not rules. People on the streets even do not know the rules and the law. This is a reason 
for the stage metaphor. The last issue is a formalization of rules. The technical rules are treated as natural causations. 
They are formalized with the modus ponens rule. For example, a cash machine rule says "if pin-code then money". The 
legal rules are formalized as formulae in deontic logic. The energy rules prohibit certain behaviors; if violated then 
subject's "energy points" are decreased. For instance, if action A is violated then energy points of A are decreased by 
10%.  

Putting Old Art in New Technologies - A Registry Solution to Tackle the Trade 
with Illegal Antiquities 

 Wiebke Abel, Saskia van de Ven, Burkhard Schafer, Radboud Winkels  

This paper explores the contribution that computer technology can make for the fight against trading in illicit 
antiquities. The trade with looted and stolen antiquities and cultural artefacts is a well-described phenomenon. It is 
estimated that nearly 80% of all cultural objects coming on to the market have been illegally looted and smuggled from 
their country of origin, and it is reported that thefts of art and antiquities are joining drugs, money laundering, and the 
illegal arms trade as one of the largest areas of international criminal activity. This crime damages the integrity of 
archaeological sides and of historical information and heritage. In this paper, we describe a repository for the 
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registration and search of cultural heritage objects, and thereby illustrate how novel retrieval and classification 
technologies can be deployed to facilitate the work of law enforcement agencies to counter the transnational problem of 
trade with illicit cultural objects. So far, the main strategy of regulating crimes of this nature has been the enactment of 
international and national legislation, such as the 1954 Hague Convention, the 1970 UNESCO Convention, the 1990 
UNIDROIT Convention, and the UK Dealing in Cultural Objects (Offences) Act 2003, respectively. However, this 
legislation is only of limited effectiveness, since it regulates the illegal import, export, sale, or movement of cultural 
objects that are proven to be stolen or looted. However, the main problem is that most cultural objects lack provenance 
information, and thus cannot be considered stolen under this legislative framework. Moreover, the different parties 
involved in this trade, such as archaeologists, custom officers, police officers, curators, and collectors, are not 
necessarily aware that the piece is looted. Hence, there is a clear need for new mechanisms and regulatory strategies. In 
2009, the United Nations Office on Drugs and Crime highlighted the need to establish new mechanisms for the 
protection against trafficking in cultural property, and particularly the use of new technologies. In line with this 
recommendation, we propose the development of a registry, which will allow tackling the most pertinent problem of 
missing documentation and provenance information of cultural objects. By using knowledge representation languages 
from the Semantic web, information with respect to those objects will be stored in an intelligent way. Such a repository 
will contain entries of cultural objects including their properties and a unique identification mechanism to make sure 
different parties will know they are referring to the correct object at any time. Furthermore, it will enable those parties 
to intelligently search for entries of those objects, add annotations to them, change information and add new objects. 
This would facilitate the detection of possible stolen or illicit cultural objects. A similar project has already pointed out 
the advantages of using RDF repositories and ontologies to store data about cultural objects. A much more stringent 
duty to check the provenance of cultural objects can be imposed on professional dealers, once such a registry is in place. 
This would be similar to the obligation of companies to know whether the supplier of their products is genuine (“know 
your supplier” obligation). This obligation is based on the existence of a similar registry approach. In the first section of 
this paper, we will further describe this registry and sketch the requirements for the ontology. While this registry 
approach gives rise to a variety of challenges and problems, in particular with regard to the underlying ontology, for the 
purpose of this paper we want to focus on two aspects: a) the variety of users, which will be discussed in section two, 
and b) the security and integrity of the database, which will be discussed in section three.  

Between “clicks and mortals”: developing knowledge systems in International 
Criminal Law through the ICC Legal Tools Project 

Emilie Hunter, Olympia Bekou  

Collaborations between human rights organisations and research institutes have generated a breadth of relational 
databases for the documentation of widespread and systematic human rights violations, linking individual violations to 
perpetrators, mapping burial grounds of the disappeared, creating collective records in Truth and Reconciliation 
Commissions and mapping conflict-related mortality. Since 2005, the Legal Tools Project (LTP), an online knowledge 
system in the field of international criminal law, has been designed, maintained and expanded to provide an expansive 
library of legal documents, but also a package of research and reference tools which we argue can contribute towards a 
more efficient and objective practice of international criminal law within national legal systems. As a collaborative 
project between the International Criminal Court (ICC), mostly European Universities and one NGO, the Legal Tools 
Project aims to enable users to work more effectively with core international crimes cases, finding traction with the 
vision of the Lisbon Agenda and Lisbon Declaration for European universities to facilitate Europe’s transformation into 
a knowledge based society. This paper discusses the knowledge system of international criminal law established by the 
Legal Tools Project (LTP) and sets out the architectural parameters that have been adopted in its design through an 
examination of two tools within the LTP, which have the potential to enhance the efficient and objective practice of 
international criminal law at the national level, namely, the publicly available National Implementing Legislation 
Database (NILD) and the tailor-made Database for Outstanding Case Files (DOCF). The former, is a relational database 
for all national legislation incorporating the ICC Statute regime into domestic law whereas the latter is a tailor-made 
database designed to quantify and classify the backlog of some 4,990 serious criminal cases in Bosnia and Herzegovina 
(BIH). With regard to NILD, the paper draws attention to the importance and complexities associated with the drafting 
of national implementing legislation and supports that this knowledge system offers an efficient way of overcoming 
obstacles and facilitates the adoption of such legislation, whilst ensuring compliance with the standards found in the 
ICC Statute. It is further argued that through this process, consistency in the national application of international 
criminal law is enhanced, leading to the improvement of the number and quality of national trials and contributing to 
the fight against impunity. In considering DOCF, the paper will focus on the application of knowledge systems in 
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facilitating the objective prioritization and selection of serious criminal cases, exploring how its structure will enable the 
backlog of case files to be classified or ‘filtered’ according to the criteria established in the BiH criminal codes and its 
National War Crimes Strategy, such as the gravity of the crimes, seniority of the suspect, incident location and number 
of victims. Overall, the paper reflects on the extent to which the Legal Tools Project can contribute towards the 
democratization of law by considering the needs, skills and technological competences of its users and through enabling 
unprecedented access to legal information. It concludes that the LTP, as a knowledge system, has a positive effect, but 
affirms that the complexities of international criminal law warrant a careful balance of legal information found in the 
tools with the perennial use of expert legal knowledge, thus subscribing to Susskind’s “clicks and mortals” paradigm. 
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SEARCH TECHNOLOGIES IN LAW  

Defining "Relevance" in Computer-Assisted Legal Research   

Anton Geist   

When dealing with computer-assisted legal research (CALR) systems, one question is essential: How do we properly 
evaluate these legal information retrieval tools? Only if we find an answer to this question we can we can find out 
whether our CALR systems perform sufficiently well. Also the identification of shortcomings and the suggestion of 
strategies for improvement depend on proper evaluation techniques. [Burson 1987, 133] Ever since the evaluation of 
information retrieval systems has started, the relevance of retrieved documents has been the cardinal evaluation 
criterion. [Borlund 2003, 917] Recall and precision, the two most important measures of the effectiveness of search 
processes, need relevance data so that they can be calculated. [Jacso 2005, 676] This explains why in information 
science research, relevance of retrieved documents has been the central issue. Unfortunately it has not only been the 
central, but also been the most controversial one. Relevance is supposed to be an objective measure [Jacso 2006, 70], 
but in reality, both the meaning of relevance and suitable methods for its measurement continue to be debated. 
[Kagolovsky & Moehr 2003, 400] Experimental researchers who have been using relevance data for their experiments 
have mainly ignored the discussions about what relevance means and how it should be measured. [Harter 1996] It is the 
author‘s firm belief that legal professionals cannot afford to avoid discussions about law-specific relevance by arguing 
that general relevance has to be properly defined first. Only if we constantly improve our knowledge about legal 
relevance we have a chance of further improving the quality of computer-assisted legal research tools. This presentation 
will therefore commence with a short overview about relevance research, and then start looking at computer-assisted 
legal research systems to compare and contrast legal relevance with general relevance. The following two statements 
already illustrate that legal relevance&#147;has certain unique features: The legal system highly values the ability to 
persuade, and showing the relevance or lack of relevance of particular issues is often used to do just this. [Burson1987, 
141] It is the job of lawyers to develop the best possible arguments for their clients. It follows that the two parties of a 
lawsuit try to cast the situation in different, possibly even exactly opposite, lights. Common agreement that certain 
contributions to the field are relevant, and others are not, is therefore in fact &#132;less likely to be achieved in law 
than in other disciplines.&#147; [Hanson 2002, 565] This observation and its consequences will be one of the main 
observations of this presentation. 
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Using ICT to provide access to law in Africa: examples of the African Legal 
Information Institutes 

Amavi Tagodoe  

The African continent possesses the weakest coverage of legal information diffusion. In Africa, access to legal 
information is characterized by the fact that it is really difficult and restricted for people and professional of law to 
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obtain legal documentation. That situation is linked to a weak dissemination network. The insufficient publication and 
distribution of national legal resources can partly be attributed to a lack of financial and material resources. That 
situation impeaches the growth of African legal culture and awareness of it in society as a whole. The subject of this 
communication is to show the accuracy and benefits of the current African Legal Information Institutes and furthermore 
of the creation of AfriLII: a Legal Information Institute covering the entire African continent. AfriLII would benefit to 
all Africans and to everyone in the world interested by African laws and legal documentation The contribution of the 
existing African Legal Information Institutes (SAFLII, Juriburkina, JuriNiger, eKLR, ZamLII and recently ULII) would 
have a considerable and positive impact on the consolidation and efficiency for AfriLII. Current African experiences of 
Web-based legal publications are really positive and demonstrate the pertinence of the use of the open access model for 
legal information diffusion via Internet. These experiences and expertise acquired by those African LIIs should also 
benefit to the entire continent and promote a global African strategy for legal information diffusion. Experiences all 
other the world put the emphasis on the necessity for the African continent to conceive and develop a real plan in order 
to use IT to facilitate and promote a real access to legal information.  

African Legal experts and computer scientist linked to AfriLII would increase the expertise regarding an efficient free 
access to legal information using IT. A regional strategy for a real access to Law using Internet in Africa through 
AfriLII would allow the duplication of the LII model to other African countries. The creation of AfriLII represents a 
chance to consolidate a real comprehensive way to promote the dissemination of African legal resources using ICT and 
open source softwares. A real free access to African legal information requires a global strategy able to gather all the 
African LIIs experiences under one umbrella like AfriLII. The benefits of a strategy based on a regional approach of 
gathering datas and sharing best practices, using common processes and common softwares are real and tangibles. The 
decentralized approach of AfriLII would allow a real access to legal information in Africa. The dissemination of 
African legal information also concerns the access to the legal doctrine and the best way to provide that is to promote 
the open access to law journals philosophy in the African environment. However, the sustainability of AfriLII would 
require the collaboration of the existing African LII, African universities, African governments, maybe African non-
governmental associations and of course the funders. A specific African approach regarding an efficient access to legal 
information using Internet and IT should also put emphasis on the nature of African legal systems characterized by legal 
pluralism and the remaining existence and application of African customary laws. 
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CYBERCRIME  

'High Tech' Crime 

Pieter Kleve, Kees van Noortwijk, Richard De Mulder 

The last few years a lot of attention has been paid to what is nowadays called ‘High Tech’ crime’. In this contribution, 
developments regarding this subject will be described and evaluated. In the first section, High Tech crime will be 
positioned legally and some theoretical considerations will be discussed. Although numerous laws have been initiated to 
combat computer crime, it will be argued that it still is very difficult if not impossible to define High Tech crime 
unequivocally. In the second section, activities that are usually considered to be covered by this term will be studied in 
view of legislative developments. Early examples of these developments in Europe are the 1989 and 1995 Council of 
Europe’s recommendations, later followed by the international Cybercrime Treaty in 2001 and the EU directive on data 
retention in 2006. In the third section, High Tech crime is studied from the perspective of concrete activities and of 
possibilities to act against these legally. These three perspectives from which the subject of High Tech crime is 
analyzed, in the fourth section lead to an evaluation that focuses on a pragmatic approach of High Tech crime, with an 
eye to the future, and contains recommendations for further research..  

Nightjack’s case: A chilling effect on blogging and blogger’s rights…or perhaps 
not 

Jaspal Kaur Sadhu Singh 

A star amongst blogs was silenced. In a landmark decision in 2009,  Justice Eady held that the blogger, Nightjack had 
no right to privacy  and anonymity. The paper will set out that apart from the apparent  outcome of the case, it is a 
landmark decision for several reasons.  Probably for the first time, the court observed that the blogger,  Nightjack, albeit 
not a journalist, performed a function that was  closely analogous to that of a journalist. This is the first step in  
recognizing the activity of blogging as not merely an activity of  naval-gazing armchair speculation by amateurs. 
Further, the court  did not see a public interest in preserving the anonymity of bloggers.  The paper will also enquire 
into several questions the decision  raises.   The court observed rather simplistically that blogging is essentially a  public 
rather than a private activity and therefore does not attract the  protection under Article 8 of the European Convention of 
Human  Rights. The question that needs to be asked is whether the  consideration of the preservation of the private in 
the public should  have been undertaken.   The court also observed that the Nightjack’s blog was a political one  and 
that considerable value must be attached to a citizen’s right to  express opinion on political matters. However, there are 
constraints  placed on civil servant and police officers. And in the case in  question, Nightjack was a detective constable 
and therefore, the  court may have been warranted in qualifying article 10. The question  is will this decision have a 
chilling effect on bloggers as suggested by  commentators or is this case limited to its facts, in particular the  position of 
the blogger.    

The paper will also raise two ancillary questions which seem to  confound. Firstly, that there was no consideration of 
the merits of the  blog in particular its accuracy and quality in presenting the stories it  carried which had a readership of 
500,000 and seemed to be a blog  of public interest earning it the Orwell prize for blogging; and  secondly, the motives 
of the Times in disclosing the identity of the  blogger. Granted the blogger was a detective constable who could be  
flouting a code and revealing is identity would only serve to attract a  disciplinary action and nothing more. 



BILETA2010 Conference                              48                                        University of Vienna  

 

Computers, Disorders, Politics and Public Perceptions: Lessons from the 
McKinnon saga  

Andrew Charlesworth  

Gary McKinnon, a 42 year old systems administrator from London, accessed without authorisation (by his own 
admission) numerous US Government network computers during late 2001. Following requests by the US government 
to the UK in March 2002 for mutual legal assistance, McKinnon was arrested in London in March 2002 for offences 
against the Computer Misuse Act 1990, interviewed and released on bail. In the USA, indictments were returned against 
him by grand juries of the District of New Jersey (October 2002) and the Eastern District of Virginia (November 2002). 
In October 2003 the Crown Prosecution Service (CPS) declined to press charges in the UK, and the US Government 
sort to extradite McKinnon to face charges in the US. The US authorities offered a plea bargain deal (April 2003) in 
return for not contesting extradition and for agreeing to plead guilty to two counts of "fraud and related activity in 
connection with computers". McKinnon declined this offer. Since that time McKinnon has sought to avoid extradition 
on several grounds. The Secretary of State decided that he should be extradited in July 2006. This was referred to the 
High Court in April 2007 ([2007] EWHC 762), which rejected McKinnon’s arguments that the extradition should be 
barred under the Extradition Act 2003 s.79(1)(c) and s.82 by virtue of the five year delay; that the extradition was not 
compatible with his human rights, which were protected under s.87 of the Act; and that the extradition would amount to 
an abuse of process on the basis that by declining the plea bargain McKinnon lost key benefits including support by the 
US prosecuting authorities for repatriation to a UK prison. This decision was upheld by the House of Lords in July 2008 
([2008] UKHL 59). In August 2008, McKinnon’s lawyers sought medical advice on whether McKinnon had a 
particular developmental disorder - Autism Spectrum Disorder (“ASD”) - and whether this would be affected by his 
extradition. The medical advice received suggested that McKinnon had ‘Asperger syndrome’. This it was suggested 
meant McKinnon “… does not appreciate the relative priorities of societal rules and so has difficulty in judging what is 
serious offence and what is minor and balancing this against the perceived rightness of his cause.” The report further 
indicated that if McKinnon “…finds himself in circumstances where he is unable to withdraw from complex 
environments into something more autism-friendly, he is likely to develop a pathological anxiety state and, given the 
presence of the developmental disorder, he will be prone to develop an acute, psychotic disorder”. On the basis of this 
and other medical advice McKinnon filed a claim in the European Court of Human Rights, on the basis that extradition 
would infringe his Convention rights. The application was rejected by the ECourtHR in late August 2008. McKinnon 
then reapplied to the Secretary of State asking her to consider the fresh evidence as to his mental condition. This was 
rejected by the Secretary of State in October 2008. McKinnon then sought judical review of that decision on the ground 
that his extradition to the US would infringe the EConventionHR Article 3 as by reason of his mental condition his 
detention in the US would amount to inhuman or degrading treatment; and his right to respect for private and family life 
under Article 8 EConventionHR. This was rejected by the Divisional Court in July 2009. An appeal of that decision is 
currently underway and is likely to be heard in mid-2010. In the interim, McKinnon and his team have been waging a 
wide ranging media campaign fronted primarily by his mother, Janice Sharpe. As well as playing upon McKinnon’s 
alleged mental frailties, including numerous suggestions that he is at risk of suicide if extradited, the campaign has also 
attacked the CPS decision not to prosecute McKinnon in the UK, and the fairness/validity of the extradition process 
with the US (inviting parallels with the strategy adopted by the ‘NatWest Three’ who fought (and lost) a similarly 
drawn-out battle aginst extradition to the US to face fraud charges). A key aim of the campaign appears to be to refocus 
the public debate from McKinnon’s own actions to a wider ranging set of contentious concerns surrounding the legal 
treatment of mental disorders, the fairness of extradition processes, and the UK’s political relations with the US. This 
plays upon the general public’s lack of comprehension of the complexities of law, politics and medical science, and 
uses the UK media’s tendency to uncritically repeat unsupported partisan assertions, and its inability to convey complex 
arguments, to obscure the key elements of the case – a defence by deflection. This paper will analyse the McKinnon 
saga considering: the implications of the use of a broad spectrum disorder such as ‘Asperger syndrome’ as a potential 
defence, either to extradition or to charges under the Computer Misuse Act 1990 (pace Bedworth); the rationales behind 
the CPS’s decision not to prosecute McKinnon in the UK; and the issues raised by the nature of the extradition rules 
between the UK and US. It will also analyse the impact of the media campaign in influencing public opinion about the 
McKinnon case and computer misuse prosecutions more generally. The paper will conclude with a discussion of the 
possible implications of the McKinnon case for future international co-operation in the prosecution of computer 
misusers.  
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Pure porn and pseudo porn: The regulatory road 

Abhilash Nair   

Pornography regulation is an area that has always courted intense controversy and academic debate. States have 
responded to pornography in different ways, ranging from absolute prohibition to partial regulation. Whilst regulation 
of traditional pornography was principally based on morality and prevailing societal values, some recent legislative 
measures have centred on the detrimental or harmful effects of pornography as the primary cause for censorship and 
regulation. New forms of technology facilitated new forms of expression, and it did not take too long for pornographers 
to realise the potential of the internet, which now plays host to vastly differing types of pornography, from ‘normal’ 
adult porn to content that includes children, violence, torture and animals. Not all content involves real actors; some 
being merely realistic depictions produced using digital technology, such as morphing, whilst some are just cartoons. 
However, recent legislative initiatives increasingly blur the distinction between what is real and mere acting, or, in some 
cases, even works of art, albeit that which may be perceived as being in bad or repulsive taste. It is the perceived harm 
to society that is held out as the rationale for regulation, but this single classification on the basis of harm has generated 
substantial discussion among legal experts and academics. This paper examines the legality of regulating pseudo-
pornography from a cross-jurisdictional perspective and sheds light on the questionable wisdom of certain state 
initiatives that sometimes impose constraints on protected civil and fundamental rights. To find a balance between what 
is acceptable and what should be censored speech is a delicate act in this context, but recent legislative trends represent 
a worrying deviation from the traditional regulatory approach to pornography. The paper will highlight a number of 
specific trends in the process and will seek to argue that over-zealous legislation is no panacea to the malaise and that 
what is really required is a mature, multi-layered approach involving all stakeholders.  

  EU Developments in Internet Filtering of Child Pornography 

 TJ McIntyre  

Internet Filtering: European Union Developments In recent years, Internet filtering or blocking has become increasingly 
common within Europe as a tool to prevent the distribution of child abuse material (child pornography) online. 
Blocking systems are well established in jurisdictions such as the United Kingdom, the Netherlands and Denmark, and 
their introduction is currently under debate in jurisdictions such as Germany. Until recently these blocking systems have 
largely developed independently at a national level. Although there has been a European dimension to this area since 
the 1996 Commission Paper on Illegal and Harmful Content on the Internet, for the most part European initiatives have 
focused on other responses to child abuse material, such as the approximation of national laws against child 
pornography (by Council Framework Decision 2004/68/JHA) and the development of hotlines to report illegal content 
online (funded under the Safer Internet Programmes). Blocking of child abuse material has not featured prominently on 
the European Union agenda. This, however, now appears to be changing. Two developments are particularly 
significant. In March 2009 the Commission proposed a Framework Decision which would have the effect of requiring 
all Member States to implement blocking of access to child pornography, the relevant provision being as follows: “Each 
Member State shall take the necessary measures to enable the competent judicial or police authorities to order or 
similarly obtain the blocking of access by internet users to internet pages containing or disseminating child 
pornography, subject to adequate safeguards, in particular to ensure that the blocking is limited to what is necessary, 
that users are informed of the reason for the blocking and that content providers are informed of the possibility of 
challenging it.” Similarly, under the Safer Internet Plus Programme the Commission has funded the CIRCAMP 
(“Cospol Internet Related Child Abusive Material Project”) police network, which is promoting the use of blocking and 
the sharing of blacklists between Member States. This paper outlines these and other developments and assesses the 
implications which they may have for national blocking schemes and, more generally, the extent to which these forms 
of filtering and blocking may impact on freedom of expression, accountability and intermediary responsibility online. 
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INTELLECTUAL PROPERTY  

Is ‘free riding’ a problem in hardware development, and should there be 
protection  

Philip Leith  

With the rise of intellectual property rights there has been a concomitant rise in concern about ‘free riding’ where such 
rights don’t exist – that is developing software or hardware upon someone else’s work or innovation, when that 
innovation cannot be protected by, for example, patent or copyright. The classic example of this is hardware, which has 
historically been open to reverse engineering in ways in which software has not been so open. In this paper I intend to 
look at the rationale for allowing reverse engineering of hardware, whether the time has come to extend  protection 
beyond patent rights, look at the current calls for some form of licensing of hardware to stop the ‘free riding problem’, 
and generally consider whether this would be helpful to either the open source movement or the commercial developers. 
Particular attention will be paid to the almost total integration of software and hardware into every product.  

Compulsory Copyright Licenses for Electronic Works ?  

Lothar Hofmann   

Copyright Laws commonly provide for free usage rights. Regarding new work categories with restricted access 
possibilities as data bases and other electronic works a need for mandatory acess and complusory licensing may be 
reconsidered. Such access rights may be granted under specific legal regimes as cartel law, but might be reasonable for 
protected works in general.  

The Author and the Right of Attribution in Asia – is there a Change that is 
going to come in the Era of Globalization of Copyright? 

Marlena Jankowska  

It is important to note that internalisation of trade and globalisation of law and economies has become an issue largely 
due to the technology and economic convergence all over the Asian countries. But still, even though it has been widely 
recognized that intellectual protection system serves as a catalyst for development in knowledge-based societies, it has 
been often stated that Asian countries lack the enforcement against IP piracy by the local authorities. It is nevertheless 
adhered sometimes that this adversity shall change as soon as the Asian countries will be going through the change from 
“IP appropriators” to “IP protectors” just as the “K.E. Maskus curve” depicts it. According to this theory e.g. China 
shall undergo this transformation before the year 2015. No mistaking there’s a strong need to highlight and emphasize 
the importance of copyright protection, which has got an increasing impact on all facets of economic progress, but more 
importantly than that, it is advisable to demistyfy basic concepts that establish the legal foundations of copyright 
system. One of them would be the concept of authorship. For more effective protection of copyright in Asian countries 
it is advisable and necessary to enquire whether the deep understanding of legal copyright institutions is there to be 
found. The proper comprehension of terms, institutions and concepts emerges as a prerequisite for recognizing the 
importance of securing the protection of pecuniary and moral author’s rights. Thus far the lack of adequate and effective 
protection has been noticed on economic grounds by giving the widespreading copyright piracy as a main example of 
not supporting the strong protection by Asian countries. Still one seems to forget that copyright comprises not only 
pecuniary rights but also moral rights. This paper provides an analysis of moral rights understanding on the instance of 
the attribution right enforcement. The research also shows how the legal term of the “author” has been comprehended 
under Asian regulations and whether a legal person is to be recognized an author as well. This analysis will give an 
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answer to a question if ambiguous legal concepts and regulations shall be perceived as a smattering of laws with roots 
in the colonial experience or as a beginning of new copyright apprehension era. For this purpose the regulations of 
following countries were examined: Thailand, Malaysia, Indonesia, Singapore, Cambodia, Philippines, Vietnam, India, 
China, Taiwan, Hong Kong and Japan.   
 

Bringing the Globe into Globalization: Models of Capacity Building and 
Technology Transfer 

Martina Gillen  

Intellectual Property on the global stage has combined with history, nature and economics to create an inherently 
unequal playing field for states seeking to undertake industrial development or agricultural reform at this point in time. 
The reasons for this are manifold and complex, for example, developing nations may not find it easy to lobby or assert 
themselves in international fora, historical colonial relationships may have inhibited their economic and industrial 
development, current trade relationships may make adherence to certain international agreements a matter of necessity 
rather than choice. However, at its most basic level the problem is as is often observed when considering the history of 
intellectual property (IP) law development the developed nations had the opportunity of using “soft” or sometimes 
outright discriminatory regimes of IP protection at a stage that suited their industrial development an opportunity which 
is emphatically not available to nations developing now. This is not to suggest that the main IP bodies are solely 
exclusive or biased clubs for the developed nations genuine efforts are made to facilitate less and least developed 
nations and indeed this paper is concerned with one such mechanism (technology transfer) but rather to paint the 
practical reality of the scene. This paper also does not intend to suggest that simple wholesale adoption of 
technologically modern methods is a solution to developmental issues, but rather to expand upon a core idea that 
choices about technology must be real and that the users of technology must be empowered to use technology in a way 
which addresses their own self-identified social, environmental and developmental needs. With this perspective in mind 
this paper will explore the concepts of technology transfer and capacity building from a variety of theoretical 
perspectives. These perspectives will be informed by principles borrowed from the Open Source movement. The 
reasons adopting this perspective are manifold but can besummarized as follows:The Movement facilitates both 
technology and knowledge transfer(unlike proprietary systems which usually facilitate only one of these).It recognizes 
the concept of communal use as well as tailored ideas of attribution and moral rights suitable for the various context of 
use. Its development takes account of systems with lower technical capacities without precluding or discourage the 
possibility of systemic advancement. Unlike other development related knowledge protections it is of global application 
and is not in that sense targeted or imposed upon least developed parties and therefore allows self-directed 
development. Thus, this paper hopes to take an established alternative to IP law and reveal new perspectives on one of 
the major challenges facing global development.  

Viacom and Digital Media: A Dispute over the future on Internet   

Malak Bhatt   

On March 13, 2007, Viacom Int&#8217;l filed a suit for copyright infringement against YouTube for a hefty amount of 
$1bn US Dollars. The entertainment giant, which owns Paramount Pictures, DreamWorks and a host of other cable 
channels announced that 160,000 Viacom clips had been collectively viewed by YouTube users over a million times 
without its permission. The suit, filed before the Southern District Court of New York, represents a significant landmark 
in ascertaining the liability of video-sharing networks for third party content. Operators who provide various services on 
the Internet ranging from basic email facilities to internet telephony and multimedia streaming, have long changed the 
way we perceive and utilize the internet. However, these networks are incessantly in the line of fire for the infringing 
acts of their clientele, not only for purposes of convenience, but also to send out a clear message of deterrence against 
such complicity. Viacom v. YouTube also delves into aspects hitherto unexplored, such as the privacy rights of 
YouTube&#8217;s registered members and their role as viewers of copyrighted content. While the case may go so far 
as to herald the end of the Tube, consumers are clear on their super-specialized choices in digital media. Entrepreneurial 
activity on the video-sharing front would ensure that there would be one YouTube after the other, evolving rapidly in 
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technological progress. Whereas copyright holders such as Viacom seek to stop the digital flood, service providers 
attempt to find protection under safe harbour laws that protect them from passive involvement in the infringing act. This 
research paper, prepared in the form of a case comment, attempts to analyze the ramifications of a prospective ruling, in 
addition to defining the contours of service provider liability vis-à-vis independent, third party content.  

Digital Rights Management and Fair Use   

Nick Scharf   

The recent controversies surrounding Amazon’s removal of George Orwell’s ‘1984’ from Kindle readers, the BBC’s 
proposal to encrypt Freeview High Definition (HD) content and Microsoft’s permanent ban on Xbox Live users who 
have modified or ‘chipped’ their consoles have all served to highlight the debate over Digital Rights Management 
(DRM) and digital copyright. In particular, these incidents highlight the emerging possibility of ‘remote’ content 
management resulting from an arbitrary decision made by the relevant rights holder(s). The blocking of content to users 
in particular raises tensions between DRM and the defences under the fair use/fair dealing doctrine of copyright law 
which enables users to make use of copyrighted content for certain purposes. The issue of whether DRM is an 
appropriate method for regulating digital copyright is open to debate. Indeed, when the idea that ‘the answer to the 
machine is the machine’ was proposed in 1995, it is questionable whether such prevention of access and use was 
envisaged. The fair use/dealing doctrine has always served to mediate the tension between copyright law and 
technology, and has an inherent degree of flexibility in its application. Arguably, with DRM, no such flexibility exists. 
The aim of this paper is to outline a coherent definition of DRM. Following from this, the doctrine will be analysed in 
the context of DRM in order to examine whether such defences can continue to operate; specifically regarding the 
seemingly irreconcilable differences between the inherent nature of the legal doctrine and the technological (and legal) 
code of DRM.  

 The place of intellectual property in a world of environmental change 

   Abbe E. L. Brown 

A key global challenge is responding to environmental change. The internet and intellectual property (“IP”) have an 
important place in addressing this, as has been recognised by the “Internet and Climate Change” Dynamic Coalition of 
the Internet Governance Forum, the UN Framework Convention on Climate Change’s “Expert Group on Technology 
Transfer” and the importance of software in the operation of important new environmental technologies. As seems to be 
ever so, different approaches are taken to the place in this field of national IP rights. IP is lauded as encouraging new 
innovation, with, for example, new systems put in place by the UK Intellectual Property Office to deal quickly with 
environmental applications. IP is also criticised by civil society (notably the Third World Network and South Centre) as 
enabling private entities to control key technologies and information streams. And the owner of, say, a national patent 
for a solar technology of potential global importance for the reduction of emissions, the owner of copyright in software 
with which the technology will operate and the owner of a database, copyright or DRM system in relation to the sole 
source of global geospatial information and climate related developments, do all have a great deal of power. 
Accordingly, the paper will first discuss the interaction between IP and environmental progress, including arguments 
that special declarations could be pursued at the WTO in relation to environmental technologies. Does the existing 
relationship mean that there will be a more harmonious relationship than that seen in public health in the aftermath of 
TRIPS? The exercise of IP also raises questions of competition law and human rights. The owner of the solar 
technology patent might be in a dominant position; and refusing to license the patent could affect the rights to life of 
those suffering from environmental change. Secondly, therefore, this paper will explore the possible impact on access to 
environmental technologies of the relationship between these three fields. The paper will draw on developments seen in 
this respect in IP and health and in IP and communications, including other forms of encouraging innovation (such as 
the Medical Innovation Prize Fund), standards and network effects (as considered in cases involving Microsoft and 
Rambus in the EC and US), compulsory licensing and new remedies (as seen in England in Ashdown, the EC in IMS 
and Microsoft and the US in eBay v MercExchange), corporate social responsibility (including the Business Leaders’ 
Initiative on Human Rights), civil society involvement (including by Oxfam and One Laptop Per Child), international 
resolutions (by the UN Sub-Commission on the Promotion and Protection of Human Rights and the Geneva outputs of 
the World Summit on the Information Society) and treaty proposals and amendments (such as the draft Access to 
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Knowledge Treaty and the proposed amendment to TRIPS in relation to public health)[1]. The key aim of the paper is 
to begin an exploration of how best to achieve legal, holistic, consistent and global approaches to the place of IP in 
developing, and securing access to, environmental technologies. [1] Note that the important field of international trade 
is beyond the scope of this paper. The author will be exploring this in another piece of work to be pursued elsewhere.  

Context and consent: Legitimizing the publication of photographs on the 
internet  

Diane Rowland  

Street photography has been practiced ever since photography was invented. It should not be confused with paparazzi 
using long lenses to stalk and capture the images of those in the public eye without their knowledge. Rather the street 
photographer is more likely to be visible to onlookers and more likely to use a wide angle lens. The distinction could be 
described as the difference between a voyeur and a participant. The result is a collection of candid shots which may 
illustrate scenes and events which are variously attractive, interesting, unusual, quirky etc. Increasingly, as with all 
images, such photographs are being uploaded to the internet (see e.g. www.flickr.com/photos/joelomas/). However, 
parallel concerns, in particular about terrorism and privacy, have led to street photography being regarded as a 
suspicious activity of dubious legality in the UK and a number of other jurisdictions (see e.g. 
www.telegraph.co.uk/comment/columnists/philipjohnston/6724053/P hotographers-and-anti-terrorism-The-holiday-
snaps-that-could-get-yo u-arrested.html, http://news.bbc.co.uk/1/hi/7351252.stm, 
www.guardian.co.uk/commentisfree/henryporter/2009/jul/16/photogra phy-police-view-delete-images and 
www.guardian.co.uk/uk/2009/dec/08/police-search-photographer-terr orism-powers). Within the UK, these issues have 
been raised in both the courts and other fora. Thus, in relation to privacy, Laws LJ has said ‘It is no surprise that the 
mere taking of someone’s photograph in a public street has been consistently held to be no interference with privacy’ 
(Wood v Commissioner of Police for the Metropolis, [2009] EWCA Civ 414 para. 35). In relation to the threat of 
terrorism, Lord Carlile has said, specifically in relation to the application of the Terrorism Act s58A (as amended) that 
‘it should be emphasised that photography of the police by the media or amateurs remains as legitimate as before, 
unless the photograph is likely to be of use to a terrorist … The police must adjust to the undoubted fact that the 
scrutiny of them by members of the public is at least proportional to any increase in police powers – given the ubiquity 
of photograph and video enabled mobile phones.’ (Report on the Operation in 2008 of the Terrorism Act 2000 and of 
Part 1 of the Terrorism Act 2006 HMSO June 2009 para. 197). This suggests a ‘default position’ which does not 
proscribe street photography but with the certain implication that the actual outcome will depend on the precise context 
and will need to balance the respective interests on both sides. This paper will examine the influence of context on the 
legitimacy of both taking photographs and their subsequent use, with reference particularly to consent and 
proportionality. It will further consider whether the ease of publication of digitized images via the internet might create 
qualitative as well as quantitative differences from those raised by the use of previous methods of dissemination. 
Although the discussion will focus primarily on the UK situation, examples from other jurisdictions will be used for the 
purpose of comparison and contrast.  

  Intellectual Property Reform for the Internet Generation. An Accident Waiting 
to Happen  

Richard Jones  

In July 2009 whist delivering the 2009 Ludwig Erhard Lecture (The Lisbon Council’s flagship event) EU 
Commissioner for Telecoms and Media Viviane Reding posed the following question: “Does our present legal system 
for Intellectual Property Rights really live up to the expectations of the internet generation?” For a generation for whom 
“Electronic life” is a reality is our present European regime of intellectual property fit for such an age? Hopes had been 
high a mere four years ago when the UK Gowers Review on Intellectual Property had declared UK Intellectual Property 
Law, subject to some specific recommendations, essentially fit for purpose in the digital age. With refreshingly clear 
focus, clarity and a healthy pragmatism Gowers had set out a series of principles and recommendations upon which 
reform of intellectual property law could be based. Such clarity has however been lacking in the subsequent stages of 
reform Whilst the Digital Britain Report carried through the pragmatism of Gowers two separate sets of consultations in 
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the UK have muddled the debate and set back the process of reform and implementation. The first is the recent work of 
the new Strategic Advisory Board on Intellectual Property (under the auspices of the UK Intellectual Property Office 
and in particular their commissioned report Copycats? Digital Consumers in the Online Age (undertaken by UCL's 
Centre for Information Behaviour and the Evaluation of Research (CIBER)). This report evaluates digital consumer 
behaviour and attitudes and the implications for intellectual property policy. In a somewhat erratic and hysterical report 
the authors conclude that the scale of the "problem" is huge and growing. Consuming are confused about what is legal 
and not legal and that in the online world there are fewer cues to guide behaviour and as such there is a powerful idea 
that there is "no victim", and so "no crime". The second set of consultations comes out of the newly enlarged UK’s 
Department for Business Innovation and Skills Consultation on Legislation to Address Illicit P2P File-Sharing. After 
initially accepting the approach of the Digital Britain Report in a supplement to the original consultation the department 
commented that “its thinking had developed” and that it was now minded to introduce a series of more draconian 
measures against file sharers. Other than stating that “some stakeholders have argued strongly that none of the technical 
measures is powerful enough” there appears to be no evidence provided to justify refusing to endorse and carry forward 
the original recommendations contained in the Digital Britain Final Report. Unfortunately the UK is not alone in failing 
to find clarity in this area of reform. Numerous European countries as well as the European Union appear to have been 
hijacked by ‘rights holders’ into inappropriate actions. (For example the European Parliament voted in April 2009 to 
extend copyright on sound recordings by 20 years, and in September 2009 the French National Assembly adopted the so 
called three strikes law that could lead to suspension of internet connections). This paper will argue that what is 
common throughout these reform proposals is that the reform agenda has lost focus on what are the appropriate aims 
and objectives of intellectual property in the digital age. In apparently ignoring the lessons of very recent history and the 
economic evidence these proposals have become preoccupied with one group of stakeholders (rights holders), and have 
therefore ignored consumers and other follow on users. As such they will lead to an increasing alienation between rights 
holders (and their performers and creators) and their users/consumers and so stand in contradiction to other strategies 
such as the growing of the digital economy as a means of fast tracking economic recovery. 
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E-COMMERCE  

Long Tail or Tall Tales? Networks, Complexity and Content   

Andres Guadamuz   

Chris Anderson’s The Long Tail has become an instant classic since its publication in 2006. In it, the author describes 
the phenomenon of changing consumption patterns due to the emergence of electronic marketplaces, and proposes that 
the old reliance on hits in the copyright industries is being replaced by a more equalitarian distribution where niche 
works have a bigger share of the market. If one is to chart sales figures from any content industry, the resulting diagram 
would respond to what is known as a Pareto Distribution, a highly skewed chart where the few hits make up a very large 
portion of the overall figure. In his book, Anderson introduced data that seemed to contradict that picture, and showed 
that electronic marketplaces such as Amazon and Prodigy displayed a new type of distribution, one in which there were 
still hits, but where the content that would otherwise not sell in traditional brick and mortar stores would be able to sell 
online because of lower or nonexistent shelving costs. This produced a chart with a long slope that could go on and on, 
hence the name “Long Tail”. However, since its publication, many researchers have been disputing the existence of the 
Long Tail. As more datasets are analysed, a more complex picture emerges. It would be fair to state that the copyright 
industry is in disarray, and various business models are being explored. Interestingly, the emerging picture arising from 
digital content stores like iTunes, Kindle and Amazon.mp3 indicate that the Long Tail future has failed to materialise. 
Be it in streaming sites such as Spotify or Last.fm, or in the aforementioned stores, it seems like hits still prevail, and 
the fabled Long Tail has been cut short. Pareto is alive and well. This paper analyses the trends, and asks the question of 
where the Long Tail has gone. This is of particular relevance to copyright policymaking, as the emergence of the Long 
Tail had been proposed by some authors as the heralding of a new paradigm requiring new copyright rules.  

Dispute Resolution Mechanism in Telecom Sector: the case of Oman  

Hisham Tahat  

Oman has followed the international movements towards liberalization of market-economy, deregulation, privatization 
and globalization of trade. One of the main sectors that have been affected by such procedures is the telecom sector. 
This resulted of creating independent authority that regulates the stakeholders of such sector through the 
Telecommunication Regulatory Act. In order such regulatory achieve the goals of liberalization; there should be a 
separate set of rules with respect to out of courts dispute settlements. To this end, this study aims to examine types of 
disputes that arise in Telecom field. Subsequently, it will examine the way Telecommunications Regulatory Authority 
(TRA) of Oman try to settle cases in telecom sector. Therefore this study will be addressing four important issues: (1) 
International practices in dispute settlement; (2) Procedure and timeframe of dispute settlement in Oman; (3) Role of 
regulator vis-à-vis disputes settlement entities and (4) Impact of an efficacious dispute settlement mechanism on 
telecom growth, promotion of fair competition and protection of consumer interest.  

The Legal Procedures to Authenticate Electronic Commerce Contracts In the 
light of Jordanian Electronic Transaction Law and English Law 

Samir Dalalalah  

While authentication is not considered to raise any problems if it is focused on conventional transactions between 
clients, the electronic environment has had an impact on the inquiry about the mechanism   through which the 
electronic transactions legislations have ensured documenting business transactions via the digital age. Particularly, as 
the nature of the commercial transactions require the protection of confidence, speed and credit. Therefore, to what 
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extent is it actually in an online environment? This articles aims to investigate the legal mechanisms for creating more 
confident and secure commercial contracts through the net. Although the electronic transaction law of Jordan has 
provided a legal validity for online authentication, the act does not detail such mechanisms and the participants in the 
online environment are not sure whether forming formal online contracts meet such mechanism. To this end, this article 
by comparing the Jordan law approach with that of the English approach, concludes that a regulation for written 
requirements and electronic signature become a vital in Jordan. Some remarks and suggestions to the new electronic 
transaction bill are provided in this article also.  

The Perspective of Global Impact of the E-Commerce Directive: Good 
Experiences and Common Mistakes from the Western Balkans 

Djordje Krivokapic, Mirjana Drakulic, Ratimir Drakulic, Svetlana Jovanovic  

Article evaluates potential impact of rules and principles contained in E-Commerce Directive (Directive 2000/31/EC) 
on national laws of third countries which are not members of European Union. Namely, in 2010 there will be 10 years 
as of adoption of the E-Commerce Directive which provided legal framework and original solutions for central issues 
regarding electronic commerce including commercial communication, formation of online contracts and liability of 
intermediaries. The Directive also tried to provide a solution for the problem of various national rules that could be 
applied to the operations of information society services providers by implementing the so-called „country-of-origin-
rule“. This rule provides that information society services providers are obliged to comply solely with the rules of the 
country in which service provider is established although this rule is not applicable to certain areas of law such as 
intellectual property and emission of electronic money. As EU candidates or potential EU candidates the countries of 
Western Balkan in previous years entered into the process of harmonization of their legal system with EU legislation. 
This process has been simultaneous with drafting of first e-commerce related laws which were, as a consequence of 
harmonization, predominantly based on E-Commerce Directive. In this process, it seems that adoption of substantive 
rules contained in E-Commerce Directive has been successful while implementation of basic principles (country-of-
origin-rule) related to prevention of multitude of applicable national rules has created various ambiguities. By 
examining national laws of western Balkan countries including but not limiting to the laws of Serbia, Croatia, 
Montenegro, Bosnia and Herzegovina, Albania and Kosovo the article briefly summarizes the bright side of 
implementation of E-Commerce Directive and its undoubtful improvement of national laws by outlining a system of 
legal rules from E-Commerce Directive. In its central part, the article examines differences between the newly adopted 
national laws and E-Commerce Directive focusing particularly on implementation of the country-of-origin-rule. Finally, 
by analyzing the harmonization processes in national systems standing alone (since the EU integration has not yet taken 
place), the article assesses the perspective of further harmonization of other national legal systems not analyzed herein, 
in accordance with rules and principles provided within E-Commerce Directive. As a result of above described 
analyses, the article provides guidelines for the future implementation of E-Commerce Directive’s rules and principles 
in national legal systems which are not part of EU in order to avoid common mistakes. Additionally, the article 
evaluates the perspective of country-of-origin-rule outside of well organized and finely balanced system such is EU. 

E-commerce: enforcement of consumer protection legislation- internet 
challenges and different options 

Julia Hornle  

This paper will look at enforcement of consumer protection legislation in internet cases. The cross-border nature of the 
internet inevitably raises jurisdictional issues. Consumers find it harder to obtain redress in e-commerce transactions. 
Likewise, consumer protection authorities may find it harder to regulate and enforce consumer protection laws ‘on’ the 
internet. But even within a single jurisdiction the internet challenges the enforcement of consumer protection 
legislation. One issue here is that different enforcement agencies may have overlapping competencies, for example data 
protection commissioners and consumer protection agencies in respect of certain unfair data collection practices or, in 
the case of internet fraud, police agencies and consumer protection agencies. Furthermore, in many jurisdictions 
consumer protection is organized on a local or regional basis to ensure that the enforcement agency is close to the 
offending business (such as Trading Standards in the UK)- however in internet cases this may lead to further issues of 
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co-ordinating an appropriate regulatory response. This paper will look at co-operation and co-ordination initiatives. It 
will analyse different, public and private law approaches to consumer enforcement (such as individual redress, 
collective redress schemes (class actions), consumer ombudsmen, online ADR, enforcement by unfair competition law, 
enforcement by public regulators through fines and criminal law enforcement) on a comparative law basis and draw 
some conclusions as to their effectiveness in internet cases.  

Building Trust Online 

Graham Ross 

Graham Ross is a lawyer and mediator who founded The MediationRoom.com a leading online mediation platform 
which has developed its own bespoke software that can be licensed by organisations. TheMediationRoom.com also runs 
the only accredited distance learning course in Online Dispute Resolution developed jointly by Graham and the ADR 
Group. This paper is developed from one section of the course which deals with the problem of how a mediator can 
develop the necessary level of trust when communicating online and overcome what may at first sight appear as 
difficulties in delivering online the benefits of mediation. Discussion Mediation is a 'person-to-person' process. 
Experienced mediators will claim that it is not possible to mediate in the truest sense except when in the physical 
presence of the parties. That is fair and understandable comment but misses the point that mediating online may often 
be the only option, e.g. when the parties are in different countries, when disability prevents attendance by one party or 
where the value of the dispute does not justify the cost of an in-person mediation. Additionally, online mediation can 
offer mediation services in urgent situations that need commencing immediately e.g. if a dispute with one contractor in 
a large building project holds up the work of other contractors, or when a ship is locked out of port due to a dispute. 
There are also some situations, e.g. in disputes between former spouses, in which the personal relationship between the 
parties is such as to trigger so many negative reactions when each are in the presence of the other that avoiding an in-
person mediation can help the parties focus better on the issues than on the emotion. An online mediation also offers 
solutions and facilities not available in-person, e.g. blind bidding , anonymous brainstorming and dispute analysis not to 
me. Most important of all, the lower costs associated with online mediation as well as the facility to run two or more 
mediations in parallel, can enable a mediator to earn the same net fees for his time as he does for in-person mediations 
whilst, nevertheless, charging a lower rate per case and thus, in this way, widening economic access to mediation as a 
whole. Given that mediation online may be the only, better or preferred, option available to the parties, then what are 
the challenges that present themselves to the mediator in developing the level of trust in himself as mediator that will 
enable him to perform to an optimal degree? Trust is the key element in mediation. Without it, the task of the mediator 
becomes extremely difficult. Associated with that question is one about how the mediator can avoid misunderstandings, 
and provocative discourse that can be negative to the process. These are the issues to which my six years of experience 
in this field of online mediation has given me answers for sharing in this paper. The first step is for the mediator to 
introduce himself as fully as possible to all the parties and to allow them to do likewise. In traditional mediation , this 
usually this takes the form of a CV being sent by the mediator to all parties and possibly a telephone conversation. In 
the case of the introduction of the mediator it covers primarily the professional career, the nature of his practice within 
his profession and his particular experience in mediation, especially cases similar in nature to the one in question. An 
introduction in real terms to the mediator as a person is usually not fully carried out until the beginning of the mediation 
meeting when the previously provided written information is expanded on at a personal level. Without the benefit of 
any personal meeting, the advice in online is to expand the written introduction to add a little more of the person, e.g. 
home location, family circumstances, interests and hobbies etc. Uploading a photograph or perhaps even a small video 
will help the parties get to know the mediator better. How much information to give is up to the mediator but obviously 
it should not be too much. Just enough, perhaps, to enable the parties to begin to identify a real person in whom they 
can then begin to trust. It is equally important for the mediator to take additional steps to begin to 'get to know' the 
parties. TheMediationRoom.com offers mediators use of a personality profiling module that will help identify relevant 
traits of the parties e.g. whether submissive or assertive by nature. The profiling is entirely voluntary and the parties 
receive a copy of the report. The parties are then asked the extent to which they believe the report is accurate. It is this 
aspect that can be very revealing to the mediator. How far you go to find out about people (searching them on social 
networking sites and forums etc) really depends on the nature of the case. A straightforward small consumer dispute 
over a product will not require as much personality enquiry as for a dispute between directors of a company. The more 
the dispute is affected by personality, such as family or boardroom, the more helpful it is to understand the people you 
are dealing with and ,importantly, what drives them and how they themselves deal with people and emotions relevant to 
the dispute. As well as understanding as much as you can about the parties, it is also important to try to find out as much 
about their experience in using the Internet and technology. Ask how competent and comfortable the parties are with the 
technology and communicating online. Make a note of the response and ensure you keep that in mind when conducting 
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the mediation. Demonstrating concern that the parties understand the technology will help show concern and, in turn, 
this will reinforce trust. Try to find out as much as you can about their working environment. When conducting 
mediation in-person the mediator knows and controls the environment. He will ensure simple rules are followed , such 
as mobiles phones and MP3 players being switched off, and that the room contains as little distraction (such as posters 
on the walls) as possible. This is not as easy to achieve when mediating online. How do you know people are not 
watching TV whilst responding to your messages? Whilst this may be OK for general email and web surfing , make it 
clear to the parties that mediation requires total focus and commitment. You cannot prevent such multi-tasking , but can 
at least set the ground rules and seek specific promises of compliance with them. When mediating in-person you will 
know if one party has been drinking alcohol to such a degree as to affect his judgement and level of communication. 
How can you tell online that one party has not spent an evening in a bar or enjoying a bottle of wine at home, before 
logging on to the online mediation? The alcohol may well have raised emotions to such a degree that he responds 
aggressively and without due thought and consideration? You cannot prevent this, of course, save that you can raise the 
issue at the outset, set down a clear rule and try to identify any such effect such as from the nature of the response or the 
lateness of the hour when a message has been posted. One of the main problems with mediating online through text is 
the greater risk of misunderstandings. The Irish playwright, George Bernard Shaw, once famously said of the United 
States and the UK at “two nations divided by a common language”. Words can often have different meanings in to 
different people. British solicitors will usually come home from their first visit to the USA proudly showing off 
photographs of signs outside houses saying 'Solicitors Keep Out'. In the US the term refers to door-to-door salesmen. In 
negotiation, 'my ultimate offer' may or may not mean 'my final offer' or may or may not mean 'my best offer' depending 
on the respect for literal interpretation by the person using the phrase. If when asking one party what he feels about a 
proposal from the other party and he replies with the word “that's wicked” you might be forgiven for thinking that he 
did not find the offer attractive. However, if he is a follower of hip-hop music, that phrase would mean the the offer was 
very much acceptable. The advice is to check carefully for words that can have a double meaning and then check the 
precise meaning intended by rephrasing and seeking confirmation. Another problem to address is the difficulty, in 
asynchronous online discussion, of identifying any hesitancy by a party in answering a closed question. Should, in an 
in-person mediation , a person hesitate before answering say 'no' to a question from a mediator as to , for example, 
whether an element of a proposal presents any difficulty for compliance, the mediator can then question the reasons for 
the hesitation with a view to a potential modification to the proposal that may lead to a more emphatic answer. 
However, if a party has this hesitation online, the mediator does not notice it when he reads the typed word 'no' in the 
response which may lead to problems further ahead. The advise for the mediator is that, whenever a closed question of 
importance is raised, to ask the part to scale his answer e.g. 1-10. A less than 9 or 10 can then open up discussion as to 
why that is the case. You may receive a strange response at some stage from a party to the mediation. Always check 
back with the party, such as by echoing their remarks, especially when words with double meanings have been used. 
The message with various exclamation marks and gibberish may not be rejection of a proposal in angry terms but just a 
child let loose on the keyboard! It is important to keep to any commitments on time and priority that you have made to 
the parties and make it clear that you demand the same from the parties You should clarify in detail how confidentiality 
is maintained both on the platform you use and in the procedures you adopt. You should never assume that the 
confidentiality of the system is always trusted by all parties at all times. Constant repetition and confirmation of the 
privacy of each discussion is important to reassure the parties. One of the problems of asynchronous online 
conversation is controlling the number of messages. Its best to encourage a 'speak when you are spoken to' discipline. 
This will not only speed up the process but ensure people remain, through the disciplines of brevity, focused on the 
central issues. The mediator should set the rule at the outset that, save in exceptional circumstances where something 
important has been overlooked, the parties should not post a message save in direct response from one from the 
mediator. Finally, in an in-person mediation, the mediator is able to control the level of civility. A recognised threat to 
civility in online discussion is the dynamic of insulting comments posted to forums and social networking sites 
('flaming'). It is very much provoked by the apparent permanence of adverse comments posted by others and driven by 
self image and 'ego' . If an adverse comment has been posted , it is understandable that the target will wish to post a 
rebuttal. The very fact that the comment is posted and constantly available leads to the target of the insult brooding over 
it more than would be the case if delivered verbally. The rebuttal inevitably threatens the credibility of the original 
poster, so he, in turn is provoked to defend himself by renewing, and possibly extending the original insult. This 'tit for 
tat' exchange can easily develop into a highly damaging thread. The mediator should both impose a rule against 
gratuitously insulting comment as well as an additional rule that , should it, in his eyes, be broken by any party, that 
party has to withdraw, issue an apology and reframe the comment. Clearly parties should be free to express their 
thoughts to include criticism of the other party where appropriate but should do so in a civil manner. In a case in which 
the mediator fears difficulty in avoiding such insults, then he should consider the options that may be available in the 
platform he uses that will enable him to prevent the parties from posting comment seen by the other party save after 
review by himself. I hope that, whilst recognising that, for many mediators, the problems of generating trust and 
avoiding misunderstandings when mediating online may seem, at first, to negate the validity of the process, that this 
paper encourages them to take a broader view and understand that, not only does the online medium have a validity of 
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its own that enables mediation to apply to disputes that otherwise would not have the opportunity for such skills, but 
that the problems that may at first sight arise can often be overcome with a little care and adjustment to technique.  

Collaborative Consent: harnessing the strengths of the internet for consent in 
the online environment  

Paul Bernal  

Consent in the online environment is a crucial issue at this stage of the development of the Internet - and at the same 
time, in practice it is generally dealt with only on a superficial level. What is more, whilst the Internet offers some 
significant challenges in terms of consent, it also provides hitherto unparalleled opportunities, which, if grasped, could 
enable a new level of consent, particularly where consent is required for services such as behavioural advertising 
systems. A new concept will be introduced in this paper, that of ‘collaborative consent’, treating consent not as a 
discrete, one-off decision but as a collaborative and communicative process, an ongoing relationship between the 
individual and the enterprise. The Internet provides a medium for immediate and interactive communication that allows 
such a process to be possible. The concept will be introduced through an examination of behavioural advertising, and in 
particular by looking at the lessons to be learned from the saga of Phorm. What Phorm’s Webwise service offered was 
technologically innovative and potentially useful both for the company involved and the individuals who use it – but 
there were clear problems concerning the impact it has on the individuals’ privacy and autonomy, problems that 
ultimately led to the effective failure of the service. The most important question arising from the Phorm saga is 
whether a way can be found to harness and support this kind of technological innovation and these kinds of potential 
benefits in a way that does not impact upon privacy and autonomy detrimentally. One key to the solution is consent: if 
the individuals concerned could have a real, autonomous and consensual choice as to whether and how to participate in 
a programme like this, all sides could benefit. That consent must not merely be the kind of consent that satisfies the law, 
but that satisfies the users, and gives them the rights that they believe they should have. This is where collaborative 
consent comes in. The concept is introduced from a theoretic perspective, building on Teff’s idea of collaborative 
autonomy, from medical law, but methods of practical implementation will also be discussed. Collaborative consent 
would use the strengths of the internet in terms of its ability to present information, to allow choices to be made, to 
communicate those choices and that information in real time, interactively and responsively. Issues addressed in the 
paper will include the question of opt-in/opt-out consent, and how communicative consent might make it possible for 
‘informed’ consent to mean that an ‘informed’ decision can be made, rather than information simply supplied, 
information that generally remains unread, let alone understood. The paper will conclude with a brief look into the 
future – for whilst behavioural tracking and similar services currently relate principally to advertising, they give clues as 
to some of the possible futures for the internet, for example as ways to program the intelligent agents that are the keys to 
Berners-Lee’s vision of the Semantic Web. Phorm and its equivalents give some clues as to where the internet might be 
headed – in ways that might be both positive and negative. A tailored internet, an internet that responds to needs and 
wishes of its users, and an internet that monitors and reacts to the actions of its users. If the future of this kind of 
internet is to be in the hands of the users, then the nettle of online consent has to be firmly grasped. Collaborative 
consent could be a first step in that process. 

"Must-offer obligations: Not all football equally 'premium'" 

Katrien Lefever, Robin Kerremans   

The liberalisation of the European broadcasting and telecommunications markets combined with the emergence of new 
technologies has led to an unprecedented demand for ‘killer content’. As sports content has proven ‘to be king’, pay-
television operators try to acquire exclusive broadcasting rights of premium sports content, especially those of the first 
division football competition. To protect the value of live sports rights, granting exclusive broadcasting rights is an 
accepted and established commercial practice in the broadcasting sector. Often those exclusive sports right were granted 
for an extended period of time, thus closing off access to these rights for other market players in the audiovisual sector. 
Although the exclusive exploitation of media rights in itself does not breach Article 101 (ex 81) of the EC Treaty, the 
individual circumstances of this practice could raise competition concerns. In the past, the European Commission and 
national competition authorities had to deal with similar concerns when clearing different mergers in the audiovisual 
sector. The competition authorities attached conditions to their clearing decisions. In a number of cases, the competition 
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authorities have accepted remedies securing the granting of access to specific content to third parties on a non-
discriminatory and transparent basis. This remedy is better known as the ‘must-offer obligation’. Traditionally the must-
offer obligation has been imposed in the context of concentrations on the market due to mergers. In 2009, however, 
Ofcom suggested to impose an obligation on BSkyB to offer its premium sport and movie channels to its rivals apart 
from merger regulation, using its sectoral competition powers. Ofcom has the power, acting as sectoral regulator, to 
considers what conditions (if any) may be appropriate to insert into broadcasting licenses to provide fair and effective 
competition. As we can see, the must-offer obligation more and more becomes a valid and accepted instrument to 
remedy the bottleneck of availability of ‘premium content’. In Belgium as well, this technique has been used in merger 
decisions by the Belgian Competition Council. However, recently this Belgian Competition Council decided to limit the 
scope of a previously imposed must-offer obligation by redefining the concept of ‘premium content’. The exclusive 
broadcasting rights of the Belgian football competition have been lifted out of this definition. Now, only first and 
second window movie rights remain ‘premium content’. In our paper we will first take a look at the origin, role and 
importance of the must-offer obligation in the development of new transmission methods. Secondly, we will analyse the 
different definitions of ‘premium content’ and the relevance of their scope. This analysis will be based on a recent 
decision of the Belgian Competition Council and on Ofcom’s pay TV consultation documents. As a way of conclusion, 
we will demonstrate that there is no consistent ‘formula’ in terms of the type of content that is included in premium 
packages and that it should be recognized that a premium bundle in one market may not be as attractive or exclusive as 
another.  

The name of the game: censorship, trade and the future of computer games   

Daithi Mac Sithigh  

The regulation of ‘computer games’ continues to be controversial.  The games industry continues to grow, with recent 
developments  including the success of mass-market consoles (some marketed as  family-friendly), the popularity of 
online gaming (particularly virtual  worlds), the incorporation of games in media such as interactive TV  and BluRay 
discs, and the increased capacity for game-playing  through mobile devices such as phones and digital audio players.  
Criticism of some games from some quarters remains strong,  particularly in the case of the protection of children. Yet 
in many  cases, even the legal definition of games is the subject of quite some  dispute. The focus of this paper is the 
proposed amendment of the  UK Video Recordings Act as part of the Digital Economy Bill. The  various proposals that 
have influenced the decision to seek the  regulation of a wider category of ‘video games’, incorporating for the  first 
time the Pan-European Games Initiative (PEGI) system, are  scrutinised. It is argued that, even if the proposal is 
adopted by  Parliament and implemented, there will continue to be a number of  areas where the legal status of games 
remains unclear. The tension  between categories of video games, audiovisual media and regulated  gambling is also 
considered. Given the nature of the relevant  industries, though, UK and European developments must also be  seen in 
the context of simultaneous trends towards economic  deregulation and moral re-regulation, as demonstrated through 
the  treatment of games under international trade law and moves towards  greater censorship in jurisdictions such as 
California and Australia. 
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PRIVACY AND DATA PROTECTION 

ON, OFF and ON again: Privacy and data protection in the on-line and off-line 
aspects  

Joseph Cannataci, Jeanne Pia Mifsud Bonnici  

The New Year 2010 opened to controversy following an incident when Umar Farouk Abdulmutallab nearly brought 
down Northwest Airlines flight 253 to Detroit on Christmas Day 2009 when he set off an explosive device in his 
underwear. While the British Prime Minister followed the lead set by the Dutch and the Americans in announcing 
widespread deployment of whole body scanners (WBS) at UK airports, a UK Opposition MP who had previously 
worked in the security industry was reported as stating that “Brown was grasping at headlines”, since the kind of low-
density materials used in Christmas Day's attempted attack would not have been detected” by the body scanner 
technology adding that profiling is the answer to the security threat. Only a day later the media carried reports that a 
volunteer at Manchester Airport mocking up the bomber’s device was actually detected using WBS technology. The 
European Commission meanwhile pressed ahead with meetings on 07 January in an effort to decide the way forward on 
WBS following the failure of its previous attempts to secure EU-wide regulation on the matter. This paper probes the 
privacy and data protection law aspects of the profiling vs. technology debate. It considers the data collection and 
retention aspects as well as the efficacy of certain behavioural analysis and passenger profiling techniques. The latter 
cover those famously implemented by El Al for over 40 years and which latterly have been reported to include 
“rigorous computerized passenger profiling systems, which apparently looks for anomalies in a traveller's itinerary, 
finances and personal profile.” It examines the potential use of the Internet in WPS deployment as well as profiling and 
looks at both on-line and off-line implementations of both WBS and profiling. It highlights the basic difference between 
the two approaches: profiling being aimed at detecting terror suspects whereas technology-solutions are intended to 
detect weapons and then measures these approaches against the notion of purpose in data protection law. The study then 
moves on to outline the two main technologies implemented in WBS i.e. Passive Millimetre Wave Imaging and Active 
X-ray Imaging. It traces the development of the EU’s proposals for community-wide regulations and their rejection by 
the European Parliament in October 2008. The paper then examines the attempts made at public consultation on body 
scanners by the European Commission’s DG TREN and the results of the Body Scanning Task Group announced by 
December 2008. Finally the paper goes on to study the desirability and efficacy of “smart” automated methods of 
identifying risks in passengers while minimizing privacy intrusion through programmable algorithms resulting in 
composite video images or other forms of interleaved images. The paper concludes with a review of the delicate sense 
of proportionality that needs to be applied to any component of the “mix” of measures being contemplated by the UK 
Government in the up-grading of aviation security since all of these measures have privacy implications which are 
today exacerbated by the facility of on-line passenger profiling. 
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Cookies, Spyware and the 2009 Review of the ePrivacy Directive   

Eleni Kosta, Peggy Valcke 

The confidentiality of users’ communications can be compromised via the storing of information or the gaining of 
access to information already stored in their terminal equipment. Such can be the case of so-called spyware, web bugs, 
hidden identifiers and other similar devices, which can enter the users’ terminal equipment without their knowledge in 
order to gain access to information, to store hidden information or to trace users’ activities. However such devices, for 
instance in the case of cookies, can be a legitimate and useful tool, as recognised by the ePrivacy Directive. During the 
review of the European electronic communications legal framework, the scope of the relevant provision on the 
confidentiality of communications changed significantly in order to expand the application of Article 5(3) of the 
ePrivacy Directive. The amended provision covers not only unwanted spying programs or viruses which are 
inadvertently downloaded via electronic communications networks, but also hidden programs that are delivered and 
installed in software distributed on other external storage media, such as CDs, CD-ROMs, USB keys, flash drives, etc. 
Besides this very important amendment, the new Article 5(3) of the ePrivacy Directive requires the consent of the user 
(“has given his or her consent, having been provided with clear and comprehensive information”). It introduces thus an 
opt-in rule for the installation of cookies, contrary to the opt-out regime of the 2002 Directive (“only when the 
subscriber or the user is provided with clear and comprehensive information […] and is given the right to refuse”). 
However it shall be noted that recital 66 of the Citizens’ Rights Directive still refers to the right of the user to refuse 
(“The methods of providing information and offering the right to refuse should be as user-friendly as possible”), 
remaining closer to the wording of the old Article 5(3). As this problem has created a lot of unease to the industry, 
especially the targeted advertising sector, 13 Member States adopted a statement on the topic in the frame of the 
Council of the EU. These countries focused on the clarification provided by recital 66 of the Citizens’ Rights Directive 
and they took the position that “amended Article 5(3) is not intended to alter the existing requirement that such consent 
be exercised as a right to refuse the use of cookies or similar technologies used for legitimate purposes”. In this paper 
we will present in detail the differences between the old and the new regime that were introduced during the 2009 
review of the electronic communications regulatory framework. We will analyse the legal and practical consequences 
deriving from the amendment of Article 5(3) of the ePrivacy Directive and will examine whether the consent of the user 
or the subscriber is required prior to the installation of cookies.  

Mobile Radio Frequency Identification Technology (Mobile-RFID); where is 
privacy?  

Noriswadi Ismail  

i2010 is aimed towards the European Information Society for growth and employment. There shall also be priorities for 
new strategy for European information society (2010-2015). These ambitious aims are part and parcel of the digitalizing 
Europe vision for the next 5 years. One of the significant growths in this sphere is Mobile Commerce (M-Commerce) 
and Radio Frequency Identification Technology (RFID). Mobile Commerce or technically termed as M-Commerce has 
been deployed widely by mobile operators in their present business models. In the United Kingdom (UK) and Europe, 
stakeholders and consumers have had a mixed bag of responses on its effectiveness, quality of service, functionalities 
and liabilities. As M-Commerce evolves, Radio Frequency Identification Technology (RFID) has been put into trials 
within the M-Commerce environment. The main motivation is purely on convenience to the stakeholders and 
consumers – as the top priority list. Nevertheless, there are two main concerns surrounding this trials and deployment. 
First, it may spark the issue of data surveillance in a greater context. And second, it may question the issue of privacy in 
a broader context. This paper shall narrate potential challenges that shall be faced by mobile operators based on these 
concerns. Careful substantiated reasons are also outlined. At a generic level, this paper shall also touch documented 
trials on Mobile-RFID in selected East Asian Countries as cross border and comparative analysis. At a specific level, it 
shall appraise the Mobile-RFID trials and developments and proposing potential considerations within the ambit of data 
protection and privacy concerns in Mobile-RFID that are prevalent to the existing consultative member states of the EU.  
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Legal analysis of “Human flesh search engine” in China ---- The influence of 
Chinese new Tort Law 

Qian Tao  

In the last ten years, human flesh search engine has become one of the hottest topics in the Chinese internet world. It is 
also considered to be a phenomenon existing only in China. It revolves around a model based on massive collaboration 
by netizens to uncover facts and to expose on the internet the personal information of those who are targeted. It is 
usually followed by a photo, video, article or some other kinds of clues, which could attract wide attention or irritate the 
public ,on blogs, forums, online file sharing websites, and social network websites. Netizens then get together online, 
spontaneously, on some Bulletin Board Systems (BBS) to track down anonymously the person using the already 
provided clues. In some cases, search engines, such as Google and Baidu, may be used, but not necessarily, to 
accomplish a search task. We refer to this model as human flesh, which is literately called “Ren Rou” in Chinese, to 
emphasize the dominance and participation of people in the search process . Privacy protection is not the only issue 
emanating from this phenomenon. The more serious problem of humiliation can be detected since after the personal 
information of targeted persons is uncovered and exposed on the internet, information such as the name, phone number, 
home address, employment details etc, the possibility of being subjected to harassment becomes quite real. Such 
harassment might include vilification on the internet, threatening or humiliating mails or calls, and some victims may 
even lose their job due to uninterrupted calls to their employers. In some cases, some netizens even besieged victims’ 
apartments or work places with protests and damaged their property with graffiti . On December 23th, 2009, the final 
decision of the first human flesh search case, Wang Fei v. Daqi.com, Tianya.cn, & Zhang Leyi was made in Beijing. A 
husband sued two Internet Service Providers (ISPs) and another because he claimed that he had suffered great 
harassment from the public after the disclosure of the blog dairies of his wife, who committed suicide because of his 
marriage betrayal. I intend to reveal all the details of this case during my intervention and to discuss issues of privacy 
protection and liabilities for the damage of dignity in China. Three days after the final decision of this case, on 
December 26th, 2009, the Chinese government approved Tort Law, which provides for liability with regard to internet 
issues in article 36. I will explain this article and discuss the ISPs’ liability under this new law. I will also compare the 
case above with the Italian Google case of February 24th, 2010, in which an Italian judge held three Google executives 
criminally responsible for an online video published on YouTube exposing an autistic teenager being bullied, relying on 
Italy's privacy laws. Freedom of speech will be discussed as well as public interest since the new tort law could be used 
to hamper the exposure of official wrongdoings by way of human flesh search engine.  

Children, mobile phones and data privacy  

Rebecca Ong  

This article discusses the implications of third generation (3G) mobile phones with respect to the protection of children 
and young people’s data privacy. The rise in the number of mobile phone subscribers globally is well documented and 
this can be attributed to the mobile phone’s unique features such as its portable nature, its mobility, and convenience. 
3G mobile phones with its varied multiple applications are rapidly becoming a lifestyle necessity. The use of these 
mobile phones is regarded as one of the drivers for mobile commerce. The aim of this paper is threefold. First, the paper 
will consider mobile marketing and location-based services activities in relation to data collection. Second, whether 
under these activities, adequate data protection is afforded to children and young people and finally, the consultation 
paper review on Personal Data (Privacy) Ordinance specifically with respect to “sensitive data”. 

Decoding Data Protection Legislation: A critical analysis and categorisation of 
rights, data controllers and data 

Bostjan Bercic, Carlisle George  

In our globalised world, electronic commerce, social networking and other networked communication activities have 
resulted in a significant rise in the collection and transfer of personal data both nationally and internationally. The 
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protection and security of personal data are critical to maintaining confidence in the use of information and 
communication networks, therefore, data protection legislation has a very important role to play in our globalised 
society. The EU Data Protection Directive 95/46/EC, and subsequent implementations of this directive in EU member 
states prescribe a set of data protection principles and various rights assigned (implicitly or explicitly) to individuals 
who are the subject of such data. The Directive also makes reference to other individuals integral to the implementation 
of data protection legislation, in particular, 'data controllers' and 'data processors'. Data controllers determine how 
personal data is processed and data processors process data according to the instructions of data controllers. Under the 
Directive, 'data controllers' and 'data processors' are subject to specific rules and responsibilities with regard to the 
processing of data. This paper takes a novel and critical analysis of five important issues relating to data protection 
legislation. Firstly, the paper analyses the different types of 'rights' that individuals acquire from data protection 
legislation (in addition to subjects' rights defined in such legislation) with the view to discerning the nature, limits and 
characteristics of such rights. Secondly, it analyses the different legal authorisations under which 'data controllers' 
process data. It then classifies 'data controllers' into three distinct types (statute-based, contract-based, and consent-
based) and discusses the legal differences between them. Thirdly, the paper analyses the role of data processers and 
classifies them into two distinct types namely, data processors acting 'in the name' of a data controller and those acting 
'on behalf of' a data controller. The distinctions, characteristics and relevance of the different types of data processors 
are further discussed. Fourthly, the paper discusses whether data protection rights can be transferred and if so to whom 
and to what extent. In attempting to find answers to the latter, the paper explores whether a data protection right can be 
treated as analogous to a property right. Transferability is also discussed in terms of leases and licences. Lastly, the 
paper discusses issues regarding the protection of the possession of personal data. In particular the paper explores 
whether a data controller has a right to possess personal data, and whether that right can be enforced against a data 
subject or a third party. Examples and analogies from both civil and common law systems are used in the discussions 
above. The paper concludes by stressing the importance and significance of the issues raise, especially in gaining a 
deeper understanding of the practical applications of data protection legislation.  

…but they wouldn’t do that! Cultural differences in attitudes towards the 
protection  

Judith Rauhofer 

Privacy campaigners have argued for some time that privacy is instrumental in underpinning democratic institutions and 
practices. Citizens’ right to conduct their private life free from state interference underpin their willingness to 
participate in the democratic polity and, in particular, to resist the often graduated attacks by current government on 
fundamental rights and freedoms in the name of public order and national and public security. In this context, personal 
information about an individual defines and categorises that individual to an extent never before experienced – helped 
along by technological developments that facilitate the collection, sharing and profiling of information at an increasing 
rate. The question of who should have access to that information, who should be allowed to process it and who should 
control it, has therefore become one of the fundamental legal questions of our time. In most industrialised Western 
societies, the protection of privacy is part of, and embedded in, the relevant jurisdiction’s constitutional framework. 
While this framework may be written or unwritten in appearance, rigid or flexible in construction, federal or unitary in 
constitution, it will in any case reflect the moral and political values of the people it governs and must therefore be 
appreciated within the socio-political context in which it operates. The social, moral and political harm that the action of 
one particular government may be causing is determined by the constitutional limits within which that government 
operates. This paper will take a comparative look at the constitutional frameworks of Germany and the UK as two 
countries which represent very different legal traditions, historical experiences and – seemingly - public policy 
priorities. While the historical experience of two totalitarian regimes within the last century has left Germany with a 
strong, albeit at times inflexible and formalistic, constitutional framework including an extensive human rights 
catalogue with strong safeguards, the UK depends on a set of highly flexible and often unwritten legal and non-legal 
rules of governance to limit the powers of the state. The paper will attempt to identify the risks and opportunities that 
arise from the two countries’ respective constitutional frameworks; their approach to the protection of human rights in 
general and the right to privacy in particular; their specific policy goals and their attitude to the steps that are necessary 
in their view to achieve those goals. 
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Privacy vs. freedom of expression: The legality of rating websites in Europe  

Lilian Edwards, Andreas Ruhmkorf  

The recent proliferation of “user” rating websites, originally prevalent in the US but now spreading globally, and their 
increasing popularity with European users especially, raises numerous legal issues, not least the protection of the 
privacy and personal data of those who are the subject of the reviews . Against this, however, can be set the public 
interest in freedom of expression and consumer knowledge. Rating websites have evolved from dealing with institutions 
such as hotels and restaurants to reviewing the prowess of professionals such as teachers, solicitors and doctors. 
Research and case law in this area is however limited. In a landmark decision, the German Federal Court of Justice has 
recently held a teacher rating website to be lawful. However, a French court has banned a similar online portal. In the 
UK there is as yet no guidance or authority. The purpose of this paper is to analyse the legal issues raised by rating 
websites, particularly data protection (DP) and privacy implications. The focus will primarily be on Germany and 
England, but the paper will also address the wider European dimension. In the German case, the court held that the 
publication of such ratings was subject to the German Federal Data Protection Act but gave priority to freedom of 
expression so long as the review affects the person in their professional not private capacity. In English law the DP 
situation may be different, and involve issues such as libel and common law privacy as well. The paper will analyse 
how English courts may address those issues when they reach our shores, and will also incorporate the case for 
harmonisation on a European basis given not only the DPD but also the E-Commerce Directive which affects the 
platform’s liability. Finally we will map out future issues for rating websites which may encompass a wider still range 
of issues including tort, contract and competition law.
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CONTENT AND USER BLOCKING  

The Internet, human rights and three-strikes: A legal analysis of the ‘three-
strikes’  

Dinusha Mendis  

In 2009, Finland was one of the first countries to announce that access to a broadband internet connection was a human 
right, and that everyone in the country must have a connection with a minimum speed of one megabit by summer 2010. 
Around the same time and against this backdrop, France introduced the “three-strikes-and-you’re-out” proposal which 
included an initial defeat in the French National Assembly followed by a Constitutional Court ruling that the plan was 
unconstitutional - and delayed implementation due to privacy concerns from the country’s data protection 
commissioner. However, it became law on 1 January 2010 and countries such as the UK, New Zealand are expected to 
follow suit, although this proposal has been met with a number of barriers and dissatisfaction by the public. In the UK, 
the Digital Economy Bill addresses illegal file-sharing and has introduced a similar proposal to ‘three-strikes-and-
you’re-out’ system although issues such as the costs of identifying subscribers, notifying them of alleged infringements, 
running call centres to answer questions and investing in new equipment to manage the system, has led to a number of 
amendments of the Bill in the House of Lords. This paper will consider the Digital Economy Bill in the UK, lessons 
which can be learnt from France and the challenges of enforcement which applies to any country which adopts this 
system. While supporters claim that three strikes is being accepted internationally, countries such as Germany and 
Spain have rejected it, acknowledging criticisms that loss of Internet access for up to a year for an entire household is a 
disproportionate punishment for unproven, non-commercial infringement. With this law being introduced at a time that 
access to the Web is being considered a human right, this paper will also address the effect of the three-strikes-law 
against this human right.  

The French Copyright Authority (HADOPI), the graduated response and the 
disconnection  

Nicolas Jondet  

In June and October 2009, the French parliament passed controversial copyright laws aimed at deterring internet piracy. 
The laws establish a new anti-piracy scheme alternatively referred to as the graduated response, the HADOPI law or, in 
English speaking countries, the “three strikes and you’re out” law. Under this scheme, internet subscribers suspected of 
illegal file-sharing could see their internet connection suspended if they fail to mend their ways after two warnings. The 
graduated response will be administered by a dedicated independent administrative authority, the “Haute Autorité pour 
la Diffusion des Oeuvres et la Protection des droits sur Internet” or HADOPI. The HADOPI, upon receiving complaints 
from copyright holders who suspect internet users of illegal file-sharing, will have to identify and send warnings to the 
relevant subscribers. If the warnings remain without effect, alleged infringers will be brought before civil courts which 
will have the power to order their disconnection from the internet. This paper will describe in detail the origins, 
rationale, functioning and fraught legislative history (both in France and at EU level) of this unique scheme. The paper 
will ask whether it offers sufficient guarantees for French citizens in terms of proportionality, due process, compliance 
with data protection laws and right to access information. Lastly, the paper will compare this initiative with existing or 
proposed legislation in the US and the United Kingdom, asking whether the French scheme offers better chances of 
achieving the (so-far) elusive goal of deterring online piracy. 
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WORKSHOP: MULTISENSORY LAW  

Multisensory Law - A New Legal Discipline?   

Colette R. Brunschwig   

The ongoing digital revolution has manifold implications for the law. The growing number of nontextual phenomena in 
the legal context raises a host of new questions that established legal disciplines find difficult to answer. The 
community on Multisensory Law at C. H. Beck publishers (see http://blog.beck.de/gruppen/multisensorylaw) aims to 
tackle these questions by positioning Multisensory Law as a new legal discipline. Moreover, the community’s purpose 
is to foster and establish a scientific and practical discourse on Multisensory Law. Despite the existence of this 
community and other scientific endeavours (see, for example, the Munich Conference on Visual, Audio-Visual, and 
Multisensory Law, http://www.rwi.uzh.ch/oe/zrf/abtrv/konferenzen/2009/Muenchen.html) , Multisensory Law is still an 
unknown legal discipline. In view of this situation, this paper adopts an interdisciplinary approach in an attempt to 
intensify the debate on Multisensory Law. It addresses the following key questions in order to introduce this discipline 
to a broader audience: 1. What does the term “Multisensory Law” mean?; 2. What is the subject matter of Multisensory 
Law?; 3. What cognitive/epistemological interest does Multisensory Law have?; 4. How does Multisensory Law 
constitute a new legal discipline? 

Thinking with the Senses in Legal Playgrounds: A Sketch Towards Multisensory 
Legal Education 

Maksymilian Del Mar  

This paper advocates taking the intelligence of the senses seriously in the teaching and learning of law. It does so by 
recommending the creation of ‘legal playgrounds’, i.e., spaces where certain areas of the law, or certain legal issues or 
problems, or certain legal cases, can be explored in multisensory ways. The paper takes, as its running example, the 
intelligence of the eyes. It examines this intelligence, in the first part of the paper, in two steps: first, by considering 
images themselves; and second, by considering the activity of seeing. In both cases, it seeks to avoid the 
instrumentalisation of images and seeing, which occurs when we think of images merely as symbols, resources or aids 
for other ends, and when we think of seeing as merely recognising objects or categories always and already imposed by 
the mind. To counter this instrumentalist tendency, the paper defines images as inherently ambiguous spaces full of 
potential for the experience of ‘seeings that’ or ‘seeings as’, and seeing itself as an explorative and experimental 
looking, rather than a ‘looking-for’ or a ‘looking-at.’ These noninstrumental understandings of images and seeing are 
vital for the kind of teaching and learning that, it is argued, ought to occur in the above-mentioned legal playgrounds. 
The general account of images and seeing is followed, in the second part of the paper, with an account of legal 
playgrounds as learning spaces. This second part of the paper also includes two applications of the general approach: 
first, to the teaching of the meaning of ‘concerted practices’ in competition law; and second, to the teaching of the 
practice of precedent. In the result, this paper is as much a reflection on what multisensory legal education might consist 
in, as a consideration of what taking the senses seriously might teach us about education generally, and legal education 
specifically.  

Beyond Text in Legal Education   

Zenon Bankowski, Burkhard Schafer   

One might say that the ‘Beyond Text in Legal Education’ project (http://www.law.ed.ac.uk/beyondtext/) was an 
exercise in ‘multisensory jurisprudence’ in the sense that it wanted to look to the possibilities of exploring the law and 
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legal education through and on the body rather than just focus on cognition through and by the text. In the experiential 
workshop that was the central part of the project, artists from the plastic and movement arts led lawyers in various 
exercises to experiment with different ways of ‘seeing’. In the particular context what was wanted was to create a 
‘space to see’ where through non-textual means one could help to develop the ethical imagination which , it was argued, 
is vital to a true appreciation of the law. The space and the work was clearly physical in that it was held in an art gallery 
and the exercises entailed the use a variety of the bodily senses. Some of the goals that informed the ‘Beyond Text’ 
programme are also the aims that are independently pursued by researchers into immersive, virtual environment and VR 
learning spaces. At first glance, the two approaches could not be more different. Where the project aimed to reconnect 
lawyers with bodily experience, virtual learning spaces are by their very nature disembodied. On closer inspection 
though, there are at least some approaches of virtual/reality mash ups like TGarden which offer some intriguing 
possibilities for translating even more radically between text, sound and the other senses. We will discuss to what extent 
the ‘beyond text’ approach can be replicated cybernetically, and what sort of implications that might have for the 
‘multisensory’and bodily nature of the space we were trying to create. We do this through looking at the possibilities 
and problems of the the TGarden genre of responsive environments and in particular looking at the work on the ‘Poetics 
of Performative Space’ of Sha Xin Wei.  
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 WORKSHOP: BEING A LEADER AND THE EFFECTIVE 
EXERCISE OF LEADERSHIP: THE ONTOLOGICAL 

MODEL 

Richard De Mulder  

If you think that people are not born as leaders, you are in good company. Bill George, the highly successful business 
leader and now professor of leadership at the Harvard Business School makes it clear in his book “Authentic 
leadership” that for him the path to leadership and personal and professional success was founded on a number of 
challenging and traumatic experiences. 

Reflecting the bigness of a true leader, Bill George first shares his repeated failures to fulfill his desire to be a leader. He 
goes on to illustrate how personally challenging and traumatic experiences, when responded to and resolved in a certain 
way, became for him “crucibles of leadership”. When such experiences lead to self-reflection that is dealt with 
authentically, they result in a transformative experience that is the genesis of being a leader. 

In “Crucibles of Leadership” by Bennis and Thomas, it is shown that these crucible experiences are a common path to 
true leadership. 

The Leadership Seminar “Being a leader and the effective exercise of leadership: the ontological model”, a full 6 day 
course taught by experienced trainers such as Werner Erhard (independent), Steve Zaffron (Vanto Group) and Kari 
Granger (US Air Force Academy), is designed to produce the leadership benefits that result from such crucible 
experiences. It is not the crucibles themselves, rather it is the transformative experiences derived from these crucibles 
that leave one being a leader. In the Leadership Seminar, through the use of such transformative experiences (which 
while personally challenging do not involve the trauma or pain associated with a crucible) this seminar leaves 
participants being leaders. 

I came across the Ontological model in 2007. I was invited by my “principal-agent-theory” hero, Harvard professor 
Michael Jensen, to attend the Leadership seminar taught at the Simon Business School in Rochester, New York. He was 
very enthusiastic about the model and participated in the teaching. Since then, I took several courses and trainings 
myself and I have taught the model, mainly to law students and graduates, a number of times. From the beginning, I was 
astonished by the impact on students’ performance, innovative attitudes and leadership skills.  

I cannot promise these results in a workshop of three hours. However, it is my aim to give you a pretty good idea of the 
Ontological Leadership Model: 

- What transformational learning is 

- The teaching methods applied 

- The basic concepts of the ontological model, such as 

 - perceptual constraints 

 - functional constraints 

 - the three laws of performance 

 - the meaning and essential role of integrity 

 - the “default future” vs. a “designed future”  

- The distinction between management and leadership 

- The distinction between “descriptive” and “action” mode 

- Why it is really a new paradigm 

 I have been working in the field of computers and law for a long time now (and I never liked “ontologies”). Working 
on computer law, jurimetrics and on programming computers for legal purposes has been exciting – but what if you 
could be in control of your own brain? This workshop might just open the door for you to a new “realm of 
possibilities”.  
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The theory of the Ontological Model can be found in Zaffron and Logan, “The Three Laws of Performance; Rewriting 
The Future of Your Organization and Your Life” (www.threelawsofperformance.com) 

Richard De Mulder is a professor of computers and law at the Erasmus University Rotterdam, the Netherlands.  He 
holds a PhD in computers and law from the Erasmus University and an MBA (with honors) from the Simon Business 
School at the University of Rochester in New York. His teaching and research interests involve law, technology, and 
management, with particular expertise in computer law, jurimetrics, law and management, safety and security, and the 
role of technology and leadership in innovation. 

Dr. De Mulder is a member of various research institutes, and he serves on the legal tools expert committee of the 
International Criminal Court in The Hague. Current research projects include “Eyewitmem”, an interdisciplinary 
research initiative financed by the European Union (6th Framework) that aims to produce a means for measuring the 
reliability of eyewitness statements. 
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25th Anniversary Conference  
Globalisation, Internet and the Law 

 

www.univie.ac.at/RI/BILETA2010 

28-30 March 2010 

JOINING INSTRUCTIONS 
 

We are pleased that you will attend the BILETA 2010 25th Anniversary Conference and look forward to 
welcoming you to Vienna. In the meantime, we are sending these Joining Instructions to help you prepare for 
your visit. The local organization team will be available throughout to help with enquiries. Please use the 
contact details at the end of this document. You can easily identify persons belonging to the local 
organization team by their BILETA name badges.  

Your Trip to Vienna  

Vienna Airport (VIE; German: “Flughafen Wien”; www.viennaairport.com) is located 18 kilometres (11 mi) 
southeast of central Vienna. The Vienna S-Bahn S7 stops at the airport. This map (http://bit.ly/b1nBY5) 
gives you a good overview about the suburban S7 connection between the airport and the urban public 
transportation network. 

For futher information, including current timetables and fares, please consult this Webpage 
(http://bit.ly/ack6vy) Alternatively, you could also use the more expensive CAT (City Airport Train), 
different buses, or a taxi. Wikitravel gives a good summary (http://bit.ly/cGgiev) of the situation.  

Bratislava Airport (BTS; Slovak: “Letisko M. R. Štefánika“; www.airportbratislava.sk) is also close to 
Vienna (about 62 kilometres (39 mi) east of central Vienna). Two options exist for transportation to Vienna: 
a direct bus line or a train. For the available bus connections Bratislava Airport – Vienna please consult the 
individual Websites of the operating companies, listed on this page (http://bit.ly/cv5CPg) of the Airport 
Website. Again, Wikitravel provides a good overview (http://bit.ly/cGgiev). From Bratislava Main Station 
(Slovak: „Hlavná stanica“) or Bratislava Petrzalka Station, trains run to Vienna. From Bratislava Airport, 
you can get to the Main Station by taking the bus number 61 in direction „Main Railway Station“, and to 
Bratislava Petrzalka Station by taking bus number 96, in direction „Petržalka, Prokofievova street“. Both 
stations are close to the downtown area. The train rides last about an hour. For further information, please 
consult this Website (http://bit.ly/9nAMYa).  
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For all questions involving urban transportation in Vienna, please refer to the excellent Website of the 
Vienna Transport Authority (www.wienerlinien.at) 

Conference Heuriger  

Sunday, 28 March 2010, 7pm: 
Augustinerkeller, Augustinerstraße 1, 1010 Wien (Map: http://bit.ly/92EVEC)  

Getting to the Conference Venue  

The conference is being held in the main building ("Hauptgebäude") of the University of Vienna. The 
building's address is A-1010 Wien, Dr. Karl Lueger-Ring 1 (GPS: 48°12′47″N 16°21′35″E). There is an area 
map at http://bit.ly/cWp830 (also further below) to help you find the building. 

The Conference Venue  

The foyer ("Garderobe") of the Small Ceremonial Hall ("Kleiner Festsaal") will serve as the focal point of 
this conference. It is located on the first floor of the main building ("Hauptgebäude"). All the (plenary) 
sessions, lunches, breaks, and workshops take place in and around the Small Ceremonial Hall (“Kleiner 
Festsaal”; http://bit.ly/b2RDqM). Please have a look at the "Hauptgebäude, 1. Stock" (main building, first 
floor) map (further below or at http://bit.ly/akPntR). As you can see, all the rooms used for BILETA are in 
close proximity to each other on the first floor, the only exception being lecture theatre 16 which is exactly 
one floor below the „Elise Richter Saal” lecture theatre (see http://bit.ly/daSXko). 

Registration  

Registration will take place in the foyer ("Garderobe") of the Small Ceremonial Hall "Kleiner Festsaal". You 
will receive your Conference Pack („Rucksack“) containing a booklet with the final conference programme, 
these Joining Instructions, and presentation abstracts. You will also receive your voucher for the reception, a 
memory stick, other information and your name badge. 

Programme  

A digital copy of the final conference programme is available from the conference website at 
http://www.univie.ac.at/ri/BILETA2010. 

For Conference Speakers 

Each room will be equipped with either a desktop computer or a laptop with access to the internet, a data 
projector and a screen. You will need to ensure that you bring your presentation materials with you on a USB 
pen. We ask you to only use Powerpoint (2003 version) or PDF files for your presentations, as we cannot 
guarantee that the computers on site will be compatible with other presentation formats. To eliminate 
technical problems that have arisen in the past, we would ask you not to use your own laptop to make your 
presentation at the conference. If you have special needs concerning your presentation, please contact the 
local organization team.  

Lunch and Refreshments 

All refreshments and lunch will be provided for delegates on 29 and 30 March at the foyer of the Small 
Ceremonial Hall, and the adjacent "Oktogon". 
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Social Events  

All social events are free of charge for registered conference delegates.  

Reception at the Vienna City Hall  

The conference reception will be held in the Vienna City Hall on 29 March 2010 at 19.30 hours. Entrance: 
1010 Vienna, Lichtenfelsgasse 2 (Map: http://bit.ly/chg0bx); „Feststiege II“ (presentation of your voucher is 
necessary for admittance to the City Hall).  

The City Hall, located in the heart of Vienna's city centre, is one of the most splendid amongst the many 
monumental buildings along Vienna's Ringstraße. The dress for the conference reception will be smart 
casual.  

Internet Access  

There is wireless access throughout the conference venue. Two different network SSIDs are available at the 
conference site: "eduroam" (encrypted) and "u:connect" (unencrypted). Either one may be accessed using the 
following login details. 
User-ID: bileta10 
Password: vienna  

Emergency Contact Numbers during the Conference 

In case of emergency, please contact me or Anton Geist (mobile: +436801167722). The emergency number 
112 is used in Austria (Police 133; Fire 122; Ambulance 144 – all operators speak English). 

The Austrian Computing Society OCG (secretariat: +43 1 5120235 0) is also ready to provide first support, 
as well as the Faculty of Law, Section of International Law (+43 1 4277 35301). Our e-mail accounts are 
also checked on a regular basis. 

We look forward to welcoming you to the conference. In the meantime, please contact me if you have any 
queries.  

Erich Schweighofer 
University of Vienna 
BILETA2010 Programme Chair 
erich.schweighofer@univie.ac.at 
 
Anton Geist 
University of Vienna 
BILETA2010 Assistant Programme Chair 
+436801167722 (mobile) 
anton.geist@univie.ac.at 
 
http://rechtsinformatik.univie.ac.at  
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